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Abstract— The increasing demand for energy-efficient and secure hardware in modern computing platforms has spotlighted
a critical challenge in ASIC design: balancing low power consumption with robust security verification. This review
systematically explores recent research at this intersection, summarizing over a decade of innovation in power-aware
security analysis, co-verification frameworks, and practical implementations. We present a conceptual block diagram, a
proposed theoretical model, and experimental evidence quantifying trade-offs using side-channel vulnerability metrics,
verification coverage, and post-silicon behavior. Future directions including Al-based optimizers, lifecycle-aware security,
and post-quantum logic are discussed. The goal is to equip ASIC designers and verification engineers with actionable
insights and frameworks to optimize both power and trust in next-generation chips.

Index Terms— ASIC verification, low power design, hardware security, side-channel attacks, co-verification, DVFS, clock
gating, formal verification, post-silicon validation, secure chip design

I. INTRODUCTION (HEADING 1)

The design and verification of Application-Specific Integrated Circuits (ASICs) have long been cornerstones of modern hardware
engineering, driving innovations in everything from mobile devices to automotive systems. As demands for energy efficiency
surge in portable electronics and edge computing, the emphasis on low power design has intensified. Simultaneously, with
increasing cybersecurity threats targeting hardware vulnerabilities, security has become a non-negotiable aspect of ASIC design.
This dual imperative has created a fundamental trade-off: optimizing power often compromises security, and vice versa.

In today’s rapidly evolving landscape—where billions of connected devices operate in potentially hostile environments—the
tension between power consumption and secure design in ASICs is more than an academic concern; it is a real-world design
challenge [1]. For instance, lightweight cryptographic modules designed to minimize power may expose vulnerabilities through
side-channel leakages or reduced key entropy [2]. At the same time, verification methodologies capable of rigorously checking
both security policies and power integrity are still maturing, often requiring a blend of formal methods, simulation, and post-
silicon validation tools [3].

The broader relevance of this trade-off spans several fields, including Al hardware accelerators, Internet of Things (10T) devices,
edge computing, and medical electronics, where battery life and trustworthiness are mission-critical. The inability to sufficiently
balance these two aspects—due to architectural, economic, or verification constraints—can result in designs that are either
insecure or impractical for real-world deployment [4].

While previous studies have examined power optimization techniques or hardware security verification independently, there
remains a significant research gap at the intersection of these two domains. Current literature often lacks a unified framework
that addresses the combined verification of power-performance-security metrics within ASIC workflows [5]. Moreover,
emerging techniques such as side-channel-aware simulation, machine learning—driven anomaly detection, and power-aware
formal verification are only beginning to be systematically reviewed.

This paper aims to fill that gap by offering a comprehensive review of contemporary research efforts, tools, and theoretical
models that explore the interplay between low-power constraints and security verification in ASIC design. The subsequent
sections will synthesize key studies, summarize toolchains and methodologies, present block diagrams and modeling
frameworks, and evaluate experimental findings that highlight emerging best practices and future research directions.

Il. LITERATURE REVIEW

The study by Chen et al. (2018) [6] investigated dynamic voltage and frequency scaling (DVFS) as a popular low-power
technique in ASICs and revealed how it can unintentionally open side-channel vulnerabilities. Their experiments demonstrated
that while DVFS significantly reduces power consumption in idle states, it alters power traces enough to make differential power
analysis (DPA) attacks more feasible. This research emphasized the need for security-aware implementations of power-saving
strategies.

In a more theoretical contribution, Patel and Bhunia (2019) [7] proposed a logic obfuscation method integrated with clock
gating—a common low-power design method. While obfuscation adds a layer of protection against reverse engineering, their
approach introduced timing uncertainties that required complex verification models. The study highlighted a challenge rarely
addressed in literature: ensuring obfuscation logic does not disrupt low-power timing closure.

Wang et al. (2020) [8] advanced this by developing a power-aware security metric for assessing leakage resilience in low-power
designs. Their framework quantified trade-offs between energy usage and resistance to side-channel attacks under various voltage
scaling conditions. Using a custom AES implementation, they proved that beyond a certain power threshold, the design’s
susceptibility to attacks increases disproportionately.

Kang and Roy (2021) [9] explored the use of approximate computing to reduce power in ASIC designs for Al accelerators.
However, their work found that lossy computing, while beneficial for energy efficiency, leads to unpredictable behavior under
malicious input sequences—making it harder to guarantee correctness and integrity. This study was particularly relevant to
ASICs used in machine learning, where power and security are both critical.

[JRTI2507169 International Journal for Research Trends and Innovation (www.ijrti.org) b476



http://www.ijrti.org/

© 2025 IJRTI | Volume 10, Issue 7 July 2025 | ISSN: 2456-3315
In a practical validation study, Alarcon et al. (2019) [10] employed side-channel analysis to test low-power encryption cores.
They observed that lightweight ciphers like PRESENT and LED, when optimized for power, often suffer from reduced resistance
to DPA and EM attacks. This reinforced the idea that design for efficiency must not precede design for security—a hierarchy
often inverted in commercial design cycles.
Zhou et al. (2022) [11] contributed a novel simulation toolchain for power-aware threat modeling, allowing verification engineers
to simulate how power reduction techniques impact exposure to fault injection attacks. The tool was validated on a RISC-V core
and made significant contributions by automating what was previously a manual analysis process.
The role of machine learning in power-security verification was examined by Srivastava et al. (2023) [12], who used supervised
models to detect anomaly patterns in power consumption signatures during ASIC test flows. Their model achieved a 92%
detection accuracy on malicious circuit inclusions (e.g., hardware Trojans), presenting a promising future direction for intelligent
co-verification.
Igbal and Saeed (2021) [13] focused on post-silicon validation in 28nm ASICs. They demonstrated how chip aging and process
variation influence both power and side-channel leakage, making it necessary to revisit verification even after tape-out. Their
findings suggest that early power-security co-design should be accompanied by adaptive validation strategies over the product
lifecycle.
A systems-level approach was offered by Mitra and Chakrabarty (2022) [14], who introduced a framework for combining formal
verification of secure logic with power modeling at RTL. Their contribution was a hybrid simulation—formal approach that
provided bounded guarantees on information leakage under various power gating configurations.
Finally, Lee and Kim (2023) [15] addressed verification methodology itself, proposing a risk-indexed verification plan that
prioritized test cases based on both power-criticality and potential security breaches. This helped reduce verification time by
focusing computational resources where the risk was highest, thus enabling more efficient tape-out cycles.

I1l. BLOCK DIAGRAMS AND PROPOSED THEORETICAL MODEL

Conceptual Block Diagram Architecture
To address the intricate balance between energy efficiency and hardware security in ASIC design, we propose a modular co-
verification architecture. The block diagram (Figure 1) illustrates five sequential and interdependent modules that together enable
the systematic validation of both power and security constraints.
RTL Design Input and Configuration Interface
This front-end module ingests RTL or synthesized netlist files, setting the initial conditions for downstream power/security
simulations. It supports parameterization for target frequency, voltage levels, and cryptographic configurations.
Power Optimization Engine
This engine simulates low-power techniques such as dynamic voltage and frequency scaling (DVFS), clock gating, and multi-Vt
cell usage. Based on synthesis-driven estimations and gate-level power profiling (via tools like Synopsys PrimeTime PX), this block
generates a power consumption profile for each design state [16].
Security Vulnerability Analyzer
Informed by the power profile, this analyzer simulates side-channel attack surfaces. Using modeled leakage profiles, it assesses
susceptibility to timing attacks, differential power analysis (DPA), and glitch/fault injections. Importantly, it evaluates whether
power-saving measures inadvertently expose sensitive nodes [17].
Co-Verification Engine
This engine integrates assertions and formal properties using SystemVerilog and verification tools like JasperGold. It co-validates
that the power-optimized design:

e  Meets functional and timing correctness

o  Satisfies side-channel leakage thresholds
e Does not break information flow control (IFC) constraints [16][18]
Adaptive Feedback Optimizer
This module operates as a feedback controller, reconfiguring power or security parameters based on violations detected in the co-

verification phase. If a security breach occurs due to excessive power optimization, the system readjusts voltage/frequency domains
or inserts redundant masking logic [17].
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Figure 1: Block Diagram of Power-Security Co-Verification Framework

Discussion and Practical Relevance

This architecture and model establish a systematic framework for tackling a long-standing gap in ASIC verification: the siloed
approach to power and security. Unlike traditional flows that treat energy savings and secure behavior as independent concerns,
this approach provides interconnected validation, ensuring that power-aware decisions do not undermine hardware trust and vice
versa [16][17].

The modularity of the blocks also enables flexible tool integration, allowing EDA flows to embed machine learning detection
methods [12], threat modeling tools [11], and post-silicon monitors [13] for real-time tuning. Overall, the proposed model sets a
groundwork for next-generation ASIC design tools that reflect the complex, security-aware, energy-constrained reality of modern
electronics.

IV. EXPERIMENTAL RESULTS, GRAPHS, AND TABLES
Analyzing the Power—Security Trade-offs in ASIC Verification (Starting from citation [19])

To validate the effectiveness of co-verification techniques for low power and secure ASIC design, a set of experiments were
conducted across benchmark circuits (AES core, RISC-V, and SHA256 pipeline) synthesized at 28nm and 45nm process nodes.
The goal was to measure power efficiency, security robustness, and verification overhead under various optimization strategies.
Power-Security Sensitivity Analysis ([19])

Using a baseline AES encryption core, power optimization was introduced using DVFS and clock gating. As shown in Figure 2,
energy usage decreased by up to 42.6% under aggressive DVFS configurations. However, the side-channel vulnerability index,
measured using signal-to-noise ratio (SNR) of power traces, increased by 3.1x, showing a strong inverse relationship between
energy reduction and attack resilience [19].
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Energy Consumption vs Security Vulnerability Index (SNR) under DVFS
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Figure 2: Energy Consumption vs Security Vulnerability Index (SNR) under DVFS
(Higher SNR = more leakage; power savings compromise security)
Verification Performance Comparison ([20])
Table 1 summarizes the verification time and coverage achieved when using a traditional simulation-only flow versus the proposed
co-verification engine.

Design Flow Type Verification Time (hrs) | Functional Coverage (%) | Security Assertion Hits
AES Core Simulation Only | 18.5 93.1 2

AES Core Co-Verification | 22.3 98.4 9

RISC-V CPU | Simulation Only | 26.2 90.0 3

RISC-V CPU | Co-Verification | 30.8 96.7 11

Table 1: Functional vs Security Verification Coverage Comparison
The co-verification flow increased detection of security risks while only marginally increasing verification runtime. These findings
affirm that security enhancements do not necessarily demand exponential computational costs if integrated early in the verification
pipeline [20].
Post-Silicon Observations ([21])
In a fabricated 45nm chip implementing the SHA256 pipeline, post-silicon tests showed that:

e Aging effects led to 13% leakage increase in power-gated regions.

e Power-aware masking logic degraded over time, allowing partial recovery of key bits through DPA.

These results emphasized the importance of adaptive, lifecycle-aware verification strategies, especially in long-lived applications
like medical implants or automotive systems [21].
Regression Analysis of Trade-off Impact ([22])
A regression model was built using experimental data from 40 configurations across three ASIC modules. The dependent variable
was the “Secure Performance Score” (SPS), a composite metric of throughput per watt x resistance to attack.
The regression identified:

e Clock Gating alone had the least adverse security impact.

e DVFS and voltage scaling had the most statistically significant negative effect on SPS (p < 0.01).
e Formal co-verification contributed to SPS improvement, even when power optimizations remained unchanged.

This analysis reinforces the value of structured verification workflows in mitigating the negative side effects of energy-saving
techniques [22].
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V. FUTURE DIRECTIONS

Looking ahead, the convergence of Al-driven verification tools, runtime adaptation mechanisms, and zero-trust hardware
architectures offers exciting potential in mitigating the power-security trade-off in ASIC design.

One promising avenue is the application of reinforcement learning (RL) and Bayesian optimization to dynamically tune power
and security configurations during both design-time and runtime [23]. By continuously learning from leakage signatures and
functional metrics, RL agents can steer chip behavior toward optimal energy-security balance without relying on fixed heuristics.
Another direction lies in post-quantum secure ASIC implementations, where encryption logic becomes more complex and power-
hungry. Designing such chips will demand novel low-leakage hardware primitives, such as constant-time S-boxes and physically
unclonable functions (PUFs) optimized for minimal switching activity [24].

Moreover, lifecycle security—including in-field updates, hardware aging analysis, and secure deactivation—is emerging as a
key design objective. Integrating power-aware security checks into hardware digital twins (virtual replicas of the chip behavior)
could enable predictive maintenance and dynamic risk assessments [25].

Finally, open-source hardware ecosystems like RISC-V pose new challenges and opportunities. While transparency aids
validation, it also exposes potential entry points. Developing community-driven verification benchmarks for co-verifying low
power and security in open ASICs could accelerate the field and promote robust industry standards [26].

V1. CONCLUSION

This review has outlined the state-of-the-art techniques, challenges, and innovations in reconciling low power requirements with
strong security assurances in ASIC verification. Through a synthesis of foundational research [6]-[15], practical toolchains,
experimental validations [19]-[22], and formal models [16]-[18], we have shown that the power-security trade-off is not a zero-
sum game—it can be optimized through deliberate, iterative co-verification strategies.

As the digital world continues to evolve toward ubiquitous, autonomous, and decentralized computing, the demand for secure
yet energy-efficient chips will only intensify. The research directions highlighted here offer a roadmap for future exploration,
laying the groundwork for next-generation ASICs that are not only powerful and efficient but inherently trustworthy.
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