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Abstract- This paper proposes a convolutional neural network (CNN)-based method for detecting deepfake videos using frame-
level spatial features. Using the combined dataset of UADFV and Celeb-DF v2 with data augmentation, we trained a custom
CNN model that achieved 94.71% accuracy. This work highlights the potential of lightweight CNN models in academic deepfake
research and discusses future extensions using transformer-based approaches.
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1 Introduction

The proliferation of deepfakes, synthetically manipulated videos generated using machine learning, has raised substantial
concerns about digital media authenticity. Deepfakes can convincingly alter facial expressions and voices, posing threats in
domains ranging from political misinformation to digital fraud. Manual detection is infeasible due to their subtle manipulation
and scale. This paper presents a CNN-based model to detect deepfakes using spatial features from extracted frames, addressing
the need for lightweight, accurate models suitable for academic applications.

2 Materials and Methods

2.1 Dataset and Preprocessing

A combination of the UADFV (University at Albany DeepFake Video dataset) and Celeb-DF v2 (Celebrity DeepFake Dataset
Version 2) datasets was used to train and evaluate the performance of the deepfake detection model. This hybrid approach helps
in covering both early-generation and more realistic modern deepfakes, ensuring that the model learns to identify a wide range
of visual manipulation techniques.

The UADFV dataset comprises 98 videos (49 real and 49 fake), all in HD resolution at 30 FPS, and has been widely used in
foundational deepfake detection research. It helps the model learn to detect basic visual artifacts such as blending errors, face
misalignment, and warping effects. In contrast, the Celeb-DF v2 dataset offers a significantly larger and more challenging
collection of 6,229 videos (590 real and 5,639 fake), with high visual quality and realistic facial behavior. The fake videos in
Celeb-DF V2 are crafted to closely mimic natural human expressions, speech movements, and head rotations, thus simulating
real-world conditions more effectively.

Through the combination of these two datasets, the detection model is trained to identify both obvious flaws in early deepfakes
and subtle imperfections in modern, high-fidelity fakes. This mixed-data training approach enhances the model's robustness,
accuracy, and adaptability, making it more effective for real-time deepfake detection tasks in diverse and uncontrolled
environments.

2.2 CNN Architecture

The proposed Convolutional Neural Network (CNN) model is designed with a robust and efficient architecture tailored for binary
classification tasks, particularly in the context of deepfake video frame detection. The architecture consists of four sequential
convolutional blocks, each structured to extract increasingly abstract features from the input images.

Each block comprises a convolutional layer followed by batch normalization, a Rectified Linear Unit (ReLU) activation function,
and a max pooling layer. The convolutional layers are responsible for learning spatial hierarchies of features through kernel
operations, while batch normalization accelerates training and improves model stability by normalizing the activations. ReLU is
employed to introduce non-linearity, enabling the network to learn complex patterns, and max pooling is used to reduce the
spatial dimensions, thus decreasing computational complexity and mitigating the risk of overfitting.
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To further prevent overfitting and enhance generalization, a dropout layer with a dropout rate of 0.3 is applied after the final
convolutional block. This technique randomly deactivates a fraction of neurons during training, thereby reducing the network's
dependency on specific activations.

Following the convolutional stages, the feature maps are flattened into a one-dimensional vector and passed through one or more
fully connected (dense) layers. These layers serve as a classifier, interpreting the learned features and outputting a binary
prediction distinguishing between real and fake inputs. The final output layer uses a sigmoid activation function to provide a
probability score that determines the class label.

This architecture balances computational efficiency with performance accuracy, making it well-suited for frame-based analysis
in deepfake detection systems.

2.3 Training Setup

The deepfake detection model was trained using a batch size of 32 for 30 epochs, with the Adam optimizer (learning rate =
0.0001) to efficiently update network weights. The CrossEntropyLoss function was used as the loss criterion, as it is well-suited
for binary classification tasks by penalizing incorrect predictions based on class probabilities. Training was carried out on a CPU-
based system, which, while slower than GPU acceleration, was sufficient for the model’s size and dataset complexity. As a result,
the full training process took approximately 4-6 hours, depending on the system’s processing capabilities.

To ensure optimal model performance, checkpointing was implemented during training, allowing the system to save the model's
weights whenever there was an improvement in validation accuracy. This safeguarded against performance degradation due to
later training fluctuations. The training pipeline also included data shuffling, normalization, and basic data augmentation
techniques such as random flips and slight rotations to improve the model’s generalization on unseen data. Throughout the
training process, loss and accuracy metrics for both training and validation sets were monitored, helping identify potential signs
of underfitting or overfitting.

2.4 Validation Protocol

The model’s performance was assessed using a separate validation set consisting of 699 images, which were not seen during
training. This set was used to evaluate the generalization capability of the model on unseen data. Key performance metrics
computed included accuracy, precision, recall, and F1-score, offering a comprehensive view of the model's classification
effectiveness. Accuracy measured the overall correctness of predictions, while precision and recall helped assess the model’s
ability to correctly identify fake and real images without false positives or false negatives. The F1-score, being the harmonic
mean of precision and recall, provided a balanced evaluation metric, especially useful for potentially imbalanced datasets.

Throughout the training process, a consistent decline in training loss was observed, indicating that the model was effectively
learning the underlying patterns in the data. Validation metrics were monitored at each epoch to ensure the model was neither
overfitting nor underfitting. This protocol ensured that the model retained its ability to perform well on new, unseen data,
confirming its robustness and reliability for practical deepfake detection tasks.
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Figure 1: Training loss over 30 epochs for the custom CNN model.

3 Results and Discussion
¥ CNN Model Accuracy: 94.71%

CNN Classification Report:
precision recall fl-score support

0.97 0.92 0.95 346
0.93 0.97 0.95 353

accuracy 0.95 699
macro avg 0.95 699
weighted avg 0.95 699

Figure 2: Achieved model accuracy for custom CNN model

The model achieved an overall accuracy of 94.71%. Class-wise metrics include:

* Class 0 (Real): Precision = 97%, Recall = 92%, F1-score = 95%
* Class 1 (Fake): Precision = 93%, Recall =97%, F1-score = 95%

Table 1: Comparison of deepfake detection models.

Model Accuracy (%) Approach Reference

Ours (Custom CNN) 94.71 Spatial frames only This paper
Karandikar et al. (2020) 92.00 CNN on frames (Karandikar et al., 2020)
Soudy et al. (2024) 98.20 CNN + VIiT hybrid (Soudy et al., 2024)
Dosovitskiy et al. (2021) 98.00 ViT (pure transformer) | (Dosovitskiy et al., 2021)

In comparison to the work by Karandikar et al. (2020), who employed Convolutional Neural Networks (CNNs) for deepfake
detection, the present approach demonstrates higher classification accuracy while utilizing a smaller dataset. This improvement is
largely attributed to the implementation of effective data augmentation techniques, which enhanced the model’s ability to generalize.
While Vision Transformer (ViT)-based methods (Dosovitskiy et al., 2021; Soudy et al., 2024) have reported superior performance,
often achieving accuracies above 98%, these models typically demand significantly higher computational resources and involve
more complex training procedures.
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The CNN model adopted in this work offers a favorable balance between computational efficiency and detection accuracy, making
it especially suitable for educational environments or as a baseline system for resource-constrained deployments. Unlike previous
methods that rely on frequency domain analysis or facial landmark detection (Afchar et al., 2018; RoRler et al., 2019), this approach
processes only raw video frames, eliminating the need for specialized or domain-specific preprocessing. Additionally, other
techniques such as face warping artifact detection (Yang et al., 2019) or phoneme-viseme mismatch detection (Agarwal & Farid,
2020) require task-specific input preparation, whereas the proposed method remains broadly applicable across various datasets and
scenarios due to its simplicity and general-purpose design.

4 Conclusion

This work demonstrates that a custom Convolutional Neural Network (CNN) model, when trained with effective data augmentation
on a combined dataset of UADFV and Celeb-DF V2, can deliver strong performance in the task of deepfake detection. Achieving an
accuracy of 94.71%, the model serves as a practical and efficient academic baseline, especially suitable for settings where
computational resources are limited. The results highlight the potential of lightweight CNN architectures when supported by
thoughtful data preparation and training protocols.

For future research, the focus will shift towards transformer-based models such as the Vision Transformer (ViT), which have shown
higher accuracy in internal evaluations compared to the current CNN model. Further enhancements may involve incorporating
temporal modeling to capture frame-to-frame consistency, which is crucial for sequence-based deepfake detection. Additionally,
exploring multi-modal learning frameworks (Nguyen et al., 2019) and pre-trained vision-language models (Radford et al., 2021)
presents promising opportunities to expand the detection capabilities beyond visual features alone, enabling more robust and context-
aware deepfake detection systems.
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