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Abstract— 

This paper provides a concise overview of digital forensics, detailing its core processes: identification to reporting—and 

emphasizing methodical approaches for evidence integrity. It examines foundational models and challenges in scientific validation, 

including a visual taxonomy of research areas. The study showcases image forensics as a means to highlight specialized techniques, 

particularly demonstrating how to detect alterations like re-sampling. A custom deepfake detection model, built with EfficientNet-

B4 in PyTorch, is presented. Its methodology involves data preprocessing, transfer learning, and evaluation using standard 

classification metrics, demonstrating effective performance. The paper acknowledges limitations, such as a lack of temporal 

modelling and smaller dataset scale, and suggests future research directions, including integrating temporal dynamics and 

expanding data diversity. The objective is to combat misinformation by strengthening the model's ability to classify genuine versus 

manipulated images. 

 

1. Introduction: 

Digital forensics is a critical discipline that focuses on the identification, preservation, collection, examination, analysis, and 

reporting of digital evidence. Its primary goal is to maintain the integrity and admissibility of evidence in legal proceedings or 

investigations. 

2. Foundational Concepts and Process Models: 

A structured and methodical approach is crucial for maintaining the integrity and admissibility of digital evidence. While early 

efforts were often ad hoc, various models have been proposed to standardize the digital forensic process, moving the field from a 

"craft" towards a science. 

 

Common frameworks influenced by traditional crime scene investigation and reflected in standards such as ISO/IEC 27037 

typically include the following phases: 

 Identification 

 Preservation 

 Collection/Acquisition 

 Examination/Analysis 

 Documentation/Reporting: Reith, Carr, and Gunsch reviewed early methodologies and proposed a more generalized 9-

step abstract model, including Preparation, Approach Strategy, and Returning Evidence alongside the core phases, aiming 

for broader applicability, which is vital for instilling consistency and promoting best practices. 
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3. Scientific Validation and Admissibility: Arshad, Jantan, and Abiodun provide an extensive review of 

validation issues. 

 

 

 

 

 

 

 

 

 

 

 

 

 

It also visualizes the initial research categories from their workshop, including evidence modelling, network forensics and control 

systems, etc., providing a complementary view focused on research areas rather than challenges. 

This taxonomy provides a useful framework for understanding the complexities of the field and structuring future efforts. 
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Comparative Analysis of Our Deepfake Detection Model V/S Other Deepfake Models 

 

1. Introduction: 

Deepfake detection has become a critical task in digital forensics. The sophistication of generative models such as like GANs and 

diffusion networks, makes it increasingly difficult to discern real media from manipulated content. This section compares our 

custom deepfake detection system with prominent public models available in repositories such as Kaggle, focusing on the 

methodology, architecture, data handling, and performance. 
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2. Overview of Our Model: 

 

Feature Specification 

Architecture EfficientNet-B4 with custom classifier head 

Framework PyTorch (with Flask web app deployment) 

Input Image Size 380x380 (Resized and normalized using ImageNet mean/std) 

Output Binary classification (Real or Fake), with thresholds for Likely Deepfake 

Loss Function Binary Cross Entropy with Logits 

Threshold Logic P(real) ≥ 0.75 → Real, ≤ 0.40 → Fake, 0.40–0.75 → Likely Deepfake 

Interface Web app with support for real-time image upload and classification 

Evaluation Tools ROC curves, confusion matrix, test predictions, training history plots 

Performance Metrics Precision, Recall, F1-score, ROC AUC 

 

3. Methodology: 

Our deepfake detection model is built on a robust deep learning framework that employs transfer learning with a pretrained 

convolutional neural network. This section describes the data handling, model architecture, training process, and evaluation 

metrics. 

 

3.1 Data Handling and Preprocessing 

The model uses a dataset comprising both genuine and manipulated (deepfake) facial images. The dataset was structured into 

"real" and "fake" categories, ensuring a balanced distribution to prevent bias during training. 

 

Dataset Structure: The dataset was organized into training, validation, and test sets.  The model snippet indicates a much larger 

dataset of 151,886 images with a near 50/50 split of real/fake images, suggesting different training runs or dataset versions.  

 

 Image Preprocessing: Before being fed into the model, the images underwent several preprocessing steps, was are 

crucial for enhancing the model performance and generalization. 
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o Resizing: All images were resized to a uniform dimension of IMAGE_SIZE (380 x 380 pixels) as specified in 

the model. This standardization is necessary for input into the neural network. 

 

o Normalization: Pixel values were normalized using the IMAGENET_MEAN and standard deviation: 

IMAGENET_MEAN = [0.485, 0.456, 0.406] and IMAGENET_STD = [0.229, 0.224, 0.225]. This standardizes 

the input data distribution, which aids in the faster and more stable training of deep neural networks. 

 

o Data Augmentation: To improve the robustness of the model and prevent overfitting, data augmentation 

techniques were applied to the training set. Common augmentations include random rotation, horizontal flip, 

colour jittering, and random cropping. These are standard practices implemented via the torchvision. transforms. 

 

3.2 Model Architecture 

The core of our deepfake detection system is a Convolutional Neural Network (CNN) based on the EfficientNet-B4 architecture. 

 

 EfficientNet-B4: EfficientNets are a family of CNNs known for their excellent balance between accuracy and efficiency. 

It achieved this by uniformly scaling the network depth, width, and resolution using a compound coefficient. EfficientNet-

B4 is a larger variant, offering higher accuracy at an increased computational cost compared to smaller models in the 

family. 

 

 Transfer Learning: We leveraged a pre-trained EfficientNet-B4 model (trained on the ImageNet dataset). This approach, 

known as transfer learning, allows the model to benefit from  rich feature representations learned from a vast dataset of 

natural images. The early layers of the pre-trained model, which detect generic features such as edges and textures, are 

largely retained. 

 

 Custom Classification Head: The final classification layer of the pre-trained EfficientNet-B4 was replaced with a custom 

head designed for binary classification. This typically involves the following :  

o A global average pooling layer was used. 

o A fully connected (linear) layer that maps the extracted features to a single output neuron was used. 

o A sigmoid activation function on the output, which squashes the output value between 0 and 1, representing the 

probability of the image being "real." 

 

4. Training Process 

The training process involves optimizing the model parameters to minimize the difference between its predictions and true labels.

  

 Loss Function: For binary classification, Binary Cross-Entropy with Logits Loss (BCEWithLogitsLoss) was employed. 

This loss function combines a sigmoid layer and binary cross-entropy loss in a single class. It is numerically more stable 

than applying a sigmoid function followed by a binary cross-entropy loss. 

 Optimizer: An optimization algorithm is used to update the model weights during training. Although not explicitly 

specified in the provided model for the training loop itself, torch.optim is imported, suggesting that standard optimizers 

such as Adam or AdamW are likely used. 

 Epochs: Training is performed over a specified number of epochs. An epoch represents a complete pass of the entire 

training dataset through the neural network. The training history indicates that the model was trained for a certain number 

of epochs, showing the progression of the loss and accuracy. 

 Early Stopping and Learning Rate Scheduling (implicit): Best practices in deep learning often include early stopping (to 

prevent overfitting by halting training when validation performance stagnates) and learning rate scheduling (to 

dynamically adjust the learning rate during training). Although not explicitly detailed, these are common components of 

robust training pipelines. 
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4.1 Evaluation Metrics: 

 

The model performance was evaluated using standard classification metrics. 

 

 Accuracy: The proportion of correctly classified images (both real and fake) to the total number of images. 

 Precision: For the "real" class, precision is the ratio of correctly identified real images to the total number of images 

predicted as real. For the "fake" class,fake images were correctly identified as fake images. 

 Recall (sensitivity): For the "real" class, recall is the ratio of correctly identified real images to the total actual real images. 

For the "fake" class, it's correctly identified fake images to total number of actual fake images. 

 F1-Score: The harmonic mean of precision and recall, providing a balanced measure of the model's performance. 

 Confusion Matrix: A table that visualizes the performance of a classification model. It shows the numbers of true 

positives, true negatives, false positives, and false negatives. 

 ROC Curve (Receiver Operating Characteristic Curve): A plot that illustrates the diagnostic ability of a binary classifier 

system as its discrimination threshold is varied. It plots the True Positive Rate (TPR) against the False Positive Rate 

(FPR) at various threshold settings. The Area Under the Curve (AUC) provides a single scalar value representing the 

overall performance. 

 Threshold for Classification: As specified in the model, a THRESHOLD = 0.75 was used. This means that if the predicted 

probability of an image being "real" is >= 0.75, it is classified as "Real." Otherwise, it's classified as "Deepfake." Further 

categorization was made for "Likely Deepfake" (P(Real) between 0.25 and 0.5) and "Potentially Deepfake" (P(Real) 

between 0.5 and 0.75). 

 

 

5. Results and Discussion 

This section presents the experimental results obtained from training and evaluating the deepfake detection model. We analysed 

the training history, performance metrics, and visualization of predictions to assess the model's efficacy. 

 

5.1 Training History 

The training_history.png (image) illustrates the learning process of the models over epochs. Typically, this graph depicts the 

training and validation losses, as well as the training and validation accuracies, as a function of epochs. A decreasing loss and 

increasing accuracy on both the training and validation sets indicate successful learning and generalization. The convergence of 

these curves suggests that the model is learning effectively without significant overfitting. 
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Training History Image: 

5.2 ROC Curve 

A Receiver Operating Characteristic (ROC) curve is a graphical plot used to assess the performance of a binary classification 

model. It shows the trade-off between the True Positive Rate (Sensitivity) and the False Positive Rate (1 - Specificity) across 

various classification thresholds. The Area Under the Curve (AUC) represents the model's ability to distinguish between classes; 

the closer the AUC is to 1.0, the better the model. 

 

In our deepfake detection system, the ROC curve provides insights into how well the model separates authentic and manipulated 

images at different confidence thresholds. A higher AUC indicates better performance in identifying deepfakes with fewer false-

alarms. 
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5.3 Pie-chart Comparisons: A pie chart was used to visually represent the proportional distribution or performance share among 
the different models. In our case, it helped compare the relative usage, contribution, and effectiveness of our EfficientNet-B4 
model with other popular CNN deepfake detection models. Each segment of the chart shows the contribution of each model to 
the overall system or experimental outcomes.  

 

 

5.4 Bar-chart Accuracy: 

A pie chart is used to visually represent the proportional distribution or performance share among different models. In our case, it 

helped compare the relative usage, contribution, and effectiveness of our EfficientNet-B4 model with other CNN-based models. 

Each segment of the chart shows how much each model contributes to the overall system or experiment outcomes.  

 

A bar chart illustrates a side-by-side comparison of the accuracy metrics across different models. Each bar represents the 

classification accuracy of the model, making it easy to visually identify performance differences visually. In our analysis, this chart 

highlights the improved accuracy of our EfficientNet-B4 model compared to other CNN-based baselines.  
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5.5 Confusion Matrix: 

A confusion matrix is a tabular summary that compares predicted classifications with actual labels. It presents four outcomes: True 

Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives (FN). This matrix is crucial for evaluating the 

classification performance beyond simple accuracy, helping to diagnose model bias and error types. 

 

5.6 Epoch: 

An epoch in machine learning represents a complete pass through the entire training dataset. During each epoch, the model makes 

predictions, computes the loss, and updates its weights using the optimizer. Since a single epoch is often insufficient to fully 

capture the data complexity, multiple epochs are used to allow the model to iteratively improve. 

As the training progresses over several epochs: 

 The Training loss typically decreases as the model learns. 

 The Validation accuracy may improve and then plateau once generalization is achieved. 

However, training for too many epochs can lead to overfitting, wherein the model memorizes the training data and performs poorly 

on new inputs. To address this, techniques such as early stopping and learning rate scheduling are often applied. 
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5.7 Test Predictions Overview 

 

6. Direct Comparison with Some Popular CNN Models 

Feature Model 1 (CNN Model) Model 2 (CNN Model) Our EfficientNet-B4 Model 

Architecture 

Custom CNN with 3 

Conv layers and 

MaxPooling 

Sequential CNN with 3 

Conv layers, Dropout, 

Flatten, Dense 

EfficientNet-B4 with custom 

fully connected classifier 

Framework 
Keras (TensorFlow 

backend) 
TensorFlow + Keras PyTorch 

Training Data 
~7,000 images (Real vs 

Fake Faces) 

~5,000 images from 

Deepfake dataset 

Balanced dataset with real/fake 

images (quantity unspecified) 

Accuracy ~84% ~82–83% ~88–90% 
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Augmentation 
Basic (Rescaling, 

horizontal flip, zoom) 

ImageDataGenerator 

(zoom, horizontal flip) 
Flip, rotation 

Deployment 
Notebook-based offline 

inference 

Jupyter Notebook 

(offline) 

Flask web app for real-time 

user uploads 

Input Size 128x128 150x150 380x380 

Loss Function Binary Crossentropy Binary Crossentropy BCEWithLogitsLoss 

Explainability Not available Not available Not available 

Visuals and 

Tools 

Confusion Matrix, 

Accuracy plots 

Accuracy/loss plots, 

basic confusion matrix 

ROC, Confusion Matrix, Test 

Visualizations 

 

7. Strengths of Our Approach: 

 Lightweight and Deployable: EfficientNet-B4 is a strong performer with a relatively small footprint compared to B7 or 

Xception, making it suitable for real-time web-based deployment. 

 Flexible Confidence Scoring: The use of a probabilistic threshold with a “Likely Deepfake” zone gives nuanced results 

suitable for forensic triage. 

 End-to-end System: Complete solution including preprocessing, inference, web interface, and visualization of results. 

 

8. Limitations Compared the State-of-the-Art: 

 Lack of Temporal Modeling: Our model processes static images, whereas many modern approaches leverage temporal 

inconsistencies (e.g., blinking and head motion). 

 Dataset Scale: Leading models are trained on hundreds of thousands of video samples; our dataset appears smaller and 

more curated. 

 Absence of Transfer Learning: The use of ImageNet pre-training helps accelerate convergence and generalize better 

across domains; this is underutilized in our pipeline. 

 Explainability Gaps: Absence of tools such as Grad-CAM, heatmaps, or attention visualization reduces the transparency 

of the detection results. 

 No Ensemble Learning: Ensemble approaches consistently outperform individual models in competitions such as DFDC. 

 

9. Recommendations for Future Research: 

 Integrate Temporal Models: Include LSTM or 3D CNN layers to capture temporal artifacts in videos. 

 Leverage Transfer Learning: Initialize with pretrained weights from ImageNet or self-supervised learning. 

 Augment Dataset: Incorporate the FaceForensics++, CelebDF, and DFDC datasets for broader training. 

 Model Explainability: Add Grad-CAM or SHAP-based visualization tools should be added to support result interpretation 

in forensic workflows. 

 Benchmarking: Validate on public test sets and compare ROC-AUC, Precision-Recall curves against DFDC baselines. 

 

 

 

http://www.ijrti.org/


© 2025 IJRTI | Volume 10, Issue 6 June 2025 | ISSN: 2456-3315 

IJRTI2506099 International Journal for Research Trends and Innovation (www.ijrti.org) a865 
 

10. Conclusion : 

The core objective of this study is to aid in the ongoing battle against misinformation disseminated through synthetic media. It 

establishes a robust foundation for categorizing images as either genuine or manipulated and demonstrates effective performance 

in real-time scenarios. 

Looking ahead, the future development of the model aims to bridge the gap with cutting-edge solutions found in prominent 

deepfake detection challenges and research. This involves: 

 

 Incorporating Temporal Dynamics: Enhancing the model to analyze inconsistencies across video frames, such as irregular 

blinking patterns or unnatural head movements, by integrating temporal modeling techniques such as LSTMs or 3D 

CNNs. The current capabilities are limited to static image analysis. 

 

 Strengthening Feature Learning: Leveraging pre-trained weights from extensive datasets, such as ImageNet, or employing 

self-supervised learning, to enable the model to learn more generalized and powerful image features, thereby improving 

its ability to detect diverse deepfake types. 

 

 Expanding Data Diversity: Significantly increasing the training dataset size and variety by incorporating large-scale, 

comprehensive datasets such as FaceForensics++, Celeb-DF, and those from the DeepFake Detection Challenge (DFDC). 

This will improve the model's ability to generalize to new and evolving deepfake generation methods. 

 

 Enhancing Transparency: Implementing explainability tools, such as Grad-CAM or SHAP, to provide visual insights into 

why the model makes a particular classification. This transparency is crucial for building trust and supporting forensic 

investigations. 

 

 Rigorous Performance Validation: Conducting thorough benchmarking against established public test sets and comparing 

key metrics like ROC-AUC and Precision-Recall curves with leading DFDC baselines to formally validate its 

performance. 
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