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Abstract— Internet of Things is shaping the quality of living standard.  With the rapid growth and expansion of adopting IoT-

based approaches, their security represents a growing challenge for both manufacturers and consumers.  There is a recent rising 

trend towards employing artificial intelligence approaches to enhance the security of IoT infrastructure.  This paper focuses on 

reviewing recent developments in applying artificial intelligence to intrusion detection in the IoT domain.  Selected articles are 

classified according to the applied AI algorithm.  This study provides an in-depth survey highlighting the recent advances in 

artificial intelligence for improving the security of IoT. 

I. INTRODUCTION  

Artificial Intelligence (AI) and the Internet of Things (IoT) have revolutionized the industrial level through efficiency and 

accuracy in business processes. The synergy of these technologies has played vital roles in innovative integrated solutions through 

authentication and computing. Since 2005, the concept of IoT proposed by the International Telecommunication Union has fostered 

communication and interconnection [1]. The combined sensors and devices used in the distributed network of IoT include sensors, 

Radio Frequency Identification Devices (RFID), Quick Response (QR) Code devices, barcodes, etc. On the other hand, AI-based 

countermeasure solutions have played a vital role in enhancing security performance. The modern advancements of AI in machine 

learning (ML) and Deep Learning (DL) have been able to detect malicious behaviour within the network [2]. AI-based security 

mechanisms are one of the most powerful methods for dealing with vulnerabilities. AI enables faster authentication detection and 

detects malicious data injection attacks in the IoT network. The application of AI benefits several industries including finance, 

healthcare, retail, hospitality, transportation, and many more. 

This report highlights the role of AI in the IoT domain along with identifying its application areas. Significant drawbacks have 
also been identified where industries need to enhance its AI and IoT domain for strengthening security systems.   

 

Role of AI in IoT devices 

AI is the underlying mechanism behind IoT and hence the union of these technologies is referred to as AI-IoT [3]. The role of AI-

IoT has been observed during the COVID-19 pandemic where it has measured the oxygen saturation level of blood, identified 

breathing difficulty, body temperature, and geo-fencing. AI-IoT has been beneficial from a technical and application perspective 

with its architecture, availability, and significance. Modern-day AI solutions have introduced the concept of ML and DL. A 

shallow ML approach is also undertaken to combat different types of attacks in the network [2]. The below diagram clarifies the 

role of AI technologies in dealing with serious attacks: 

 

Figure 1: AI technologies dealing with attacks 

(Source: [2]) 

The AI technologies include the implementation of complex algorithms to detect anomalous behaviour in the network. These 

algorithms include decision trees, linear regression, Support Vector Machine (SVM), neural networks, and several machine 

learning approaches [4]. In the cyber security domain, AI is considered the most common method of intrusion detection as it 

analyses patterns in the dataset through intelligent decision-making based on real-time data. 

IoT is capable of sensing, identifying, and authenticating enabling feasible transmission and communication relying on data 

computing and processing technologies [1]. The architecture of IoT operates in three layers: terminal perception, network 

transport, and application service layer. This architecture is depicted in the below diagram: 
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Figure 2: Architecture of IoT 

(Source: [1]) 

AI-driven technologies are incorporated by the industrial sectors to enhance proactive mechanism processes empowering risk 

mitigation procedures and safeguarding sensitive information [5]. AI plays a multifaceted role in threat detection, vulnerability 

assessment, incident response, and predictive analysis. On the other hand, IoT enables convenience and automation. The 

industrial sectors implement robust encryption protocols for upgrading security in the IoT environment. The AI ecosystem gets 

enhanced through the incorporation of machine learning processes. AI has improvised the role of IoT leading to intelligent 

resource scheduling and upgrading infrastructure for profit maximisation of the devices [6]. IoT aided by AI and big data has 

covered a wider spectrum of applications like speech recognition, robotics and automation, etc. The popularity of AI and IoT has 

gone so far that it is expected that internet-connected devices will reach more than 500 billion by 2025. AI intersection and its 

application areas are depicted in the below diagram: 

 

Figure 3: AI Intersection and applications 

(Source: [6])    

As depicted in the above diagram, the various aspects of AI-based systems include adding accuracy, dealing with complexity, and 

enhancing computational power. The distributed and pervasive AI ensures privacy, communication, resource allocation, 

interoperability, scalability, and heterogeneity in various business domains.   

Industrial applications of AI and IoT security  

Several industries across the world implement AI and IoT to strengthen security and optimize business procedures. These 

industries include healthcare, retail, finance, hospitality, transportation, and many more. In the healthcare industry, the integration 

of AI and IoT enables improved medical diagnosis and improved treatment capabilities. The blend of these technologies has 

ensured the security of patients’ data by implementing privacy protection technology [7]. On the other hand, the tourism and retail 

industry has benefitted from AI and IoT technology. In the tourism industry, the automated guest check-in procedure, smart hotel 

rooms, and motorised curtains are operated by IoT-enabled door lock security systems. Customer satisfaction is also ensured 

through adding safety and security during hotel stays adding peace of mind for the guests [8]. In the retail sector, IoT has been 

implemented through RFID technology. This technology has enabled access to valuable information on sales updates and the 
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purchasing behaviour of customers. Supply chain risks and organisational assets are identified and analysed by RFID. IoT-based 

inventory systems are also implemented for monitoring stock levels and product availability. Hence, the industrial sectors are 

greatly benefitted from the implementation of AI and IoT-based systems.     

Feasibility Analysis of AI Applications in the IoT domain  

In the COVID-19 era, industries have incorporated AI-IoT along with blockchain, deep learning, fog computing, etc. for dealing 

with the pandemic and monitoring patients’ health, reducing its spread among the masses [3]. The application areas of AI-IoT 

infrastructure in the COVID-19 pandemic are depicted in the below diagram: 

 

Figure 4: AI-IoT technology 

(Source: [3])  

Securing network and Access control: Using standardised communication protocols security and access control are ensured 

leading to smart business applications [9]. It enhances the real-time decision support system providing up-to-date information. 

Real-time visibility is highly feasible for effective decision-making and leads to organisational efficiency. Task delays are also 

minimised saving a lot of time. Anomalies can be also detected along with suspicious activities. The network traffic is monitored 

and hence unauthorised access is prevented on a wide scale.  

Ensuring accuracy and robustness in intelligent sensing: The modern AI-based solutions incorporated by ML, DL, and swarm 

intelligence have enabled cognitive sensing using big data analytics for efficient network management [10]. AI-based IoT systems 

have enabled effective data processing and retrieval enhancing accuracy and robustness in intelligent sensing. Hence, various 

industrial sectors have incorporated this technology to obtain beneficial outcomes in business processes. The below chart shows 

the application domains of AI in IoT infrastructure: 

 

Figure 5: Statistical distribution of application domains of AI in IoT   

(Source: [10]) 
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Ensuring user authentication: AI implements several biometric authentication techniques and multi-factor authentication 

techniques. Unethical logic attempts are detected by examining user behaviour. As the convergence of AI and IoT is applied for 

adding personalization through smart assistance, it detects the voice commands and the habits and preferences of individuals [11]. 

This data is stored which is used for identifying vulnerable behaviour in the system. Hence, user authentication does not get 

compromised with the efficient implementation of this technology.   

Identifying vulnerabilities: The codes designed by AI tools are analysed under the IoT domain and the files are configured 

accordingly. The weaknesses in the systems that can simulate attacks are identified and mitigated through security updates and 

patches. Hence, AI ensures significant security measures while dealing with vulnerabilities. The predictive insights identify 

significant risks that lead to making smarter decisions so that the risks can be prevented [11]. AI has beneficial impacts on 

securing the IoT infrastructure as it recognizes patterns from historical datasets to catch any threatful occurrence. 

Enabling intelligent decision-making: AI-based IoT systems enhance time and cost reduction leading to flexible and streamlined 

business processes. AI-based decision-making facilitates efficient product scheduling [12]. The automated decision-making 

system lowers industrial risks by ensuring security and privacy. For intelligent decision-making, a random forest algorithm is 

often preferred. Organisations gain efficiency through upgrading their operational performance. Hence, industries gain a 

competitive advantage with the implementation of AI-IoT systems.     

Drawbacks  

Cyber attackers often find ways to exploit AI to perform several types of attacks [4]. Attackers often implement malicious AI to 

attack IoT systems. These attacks include data poisoning and input attacks. On the other hand, the resilient security framework of 

AI in IoT can help in withstanding the challenges and providing a comprehensive solution [13].   

Security issues: IoT faces several security issues due to the lack of human supervision in the complex and changeable 

environment. The adoption of technology has led to the limitation of human resources leading to unattended terminals open for 

hackers [1]. On the other hand, the limited computing capacity of the IoT devices and the lack of computational resources are 

incapable of undertaking fine-grained security measures. Hence, the complex issues cannot be solved due to a lack of supervision, 

management, and resources.  

Need for substantial data: AI-based algorithms require massive amounts of data for training and optimising the models. Ten times 

more data is required for training the models. The massive dataset might result in a serious privacy and security vulnerability [6]. 

Hence, industries need to undertake sophisticated defence mechanisms for the training, execution, and distribution of data. This 

provides a robust architecture to mitigate the challenges regarding this issue.   

Incorrect threat detection due to inaccurate false-positive and false-negative outcomes: During the threat protection solution, the 

intrusion detection system (IDS) might come across errors that are referred to as false positives and false negatives. During the 

false positive state, a false alarm is generated when an acceptable behaviour is considered as an attack. But in the case of false 

negatives, unacceptable behaviour is often considered normal activity. These kinds of errors are serious security threats to the 

system. Through data augmentation and upgrading the learning process of the model, this threat can be mitigated.  

High adoption costs: With the increased number of devices, the communication cost, bandwidth, and latency become quite 

unaffordable for many industries. Hence, they cannot implement the real-time applications and significant benefits offered by AI-

IoT solutions [10]. However, in the agriculture industry, IoT has reduced cost and waste generation improving crop quality and 

the overall production process.    

Privacy, scalability, and interoperability issues: As mentioned earlier, a substantial amount of data is required for the effective 

deployment of AI and IoT-based systems. With the rising volume of datasets, ensuring security, privacy, and effective scalability 

become quite difficult [9]. In this context, seamless communication and data exchange might get interrupted in case of large-scale 

industrial applications of this technology. However, these challenges can be mitigated through efficient stakeholder 

communication and maintaining industry standards.     

Conclusion  

The integration of AI in the IoT domain has significantly enhanced technological capabilities and resulted in potential benefits. It 

has enhanced threat detection, access control, and improved security and privacy architecture. The implementation comes across 

several drawbacks like incorrect threat detection, privacy, scalability, and interoperability issues, along with other security 

barriers. These can be mitigated through undertaking proactive measures while implementing AI and IoT technology ensuring 

strengthened communication and interaction in the network.   
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