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ABSTRACT  

     The three-phase fault detector and analyze system is designed to differentiate the type of fault occur in 

power system, enhanced with the Internet of Things (IoT) by using the combinations of Arduino and Wi-Fi 

module. All sorts of electrical substation that supply the electric to the users like industrial or residential 

may have some failures due to fault that may be temporary or permanent. However, due to problems like 

system take a longer time to detect the type of fault and also required manually to reset off the fault make 

the existing protection system not efficient in supply energy to consumer. The system can  be used three 

single phase transformers those are wired in star input and star output also three transformers are 

connected in star input and delta output that having 240 volts input and 12 volts output. Then, ESP 

NodeMCU is used as controller and also act as device that connect to the IoT system when fault is detected. 

The devices then link with the Blynk application User will get the I notification from Blink application 

when the fault is occurred Using these devices, user could find automatically after a short-lived 

interruption in a provisional fault from the tripped situation in case of eternal fault. 

     Keywords: Three-Phase Fault Detector 

_____________________________________________________________________________________ 

I. INTRODUCTION  

One phase of a three-phase system gets lost, a phase loss occurs. This is referred as a ‘single phasing’, this 

failure generally caused by a blown fuse, thermal overload, broken wire, worn contact or mechanical failure. 

This is an advanced system that monitors power failure. There are three phases R, Y, and B when any one of 

the phases detects failure it notifies the Concerned authority with the help of text message. This IOT system is 

connected with the GSM module, the call is connected for configuration purpose. Whenever the phases are 

been disconnected the system shows the power failure on LCD indicating voltage value and then it raises a 

buzzer. Then it sends SMS on the authorized number informing the disconnected phase. After reconnecting 

power to the phase system, raises a buzzer and sends the text message informing the phase is working fine, on 

the authority person number. In this way, the authority gets instantly notified and they may take appropriate 

action to solve the problem. The growing demand for reliable and efficient power distribution systems has 

driven the need for advanced monitoring, protection, and security mechanisms. Traditional electrical 

distribution systems face challenges such as system faults, overloads, and unauthorized power consumption. 

These issues not only disrupt the service but also contribute to financial losses, safety hazards, and 

environmental damage. To address these concerns, an IoT-Based 3-Phase Distribution Protection and Theft 

Detection System offers an innovative solution. By leveraging Internet of Things (IoT) technologies, this 

system enables real-time monitoring of electrical parameters in a 3-phase distribution network, automating 

fault detection, load management, and theft detection. The use of smart sensors, data analytics, and cloud 

computing provides an efficient, scalable, and cost-effective approach to ensuring the reliability and security 

of power distribution networks. This system not only increases the operational efficiency of electrical 

distribution networks but also improves safety, reduces operational costs, and minimizes energy losses, 

ultimately leading to a more sustainable and secure energy infrastructure. 
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II. OBIECTIVES 

 

 

 

 Real-Time Monitoring 
 

 Fault Detection and Protection 

 Theft Detection 

 Remote Access and Control 

 Data-Driven Insights 

 

III. LIETRATURE SURVEY 

Ashwini.s.pawar et al.[1] As we know that electricity losses during transmission and distribution are 

extremely high due to which many problems are faced such as varying voltage levels, changes in the load 

current etc. This has been experienced due to the varying electrical consumption. Power theft and protection 

load side equipment. Also these gives rise to fault in power transmission line network and so it is necessary 

to implement fault detection and theft detection system in distribution line network. This project has two 

subsystem implemented one system will detect and measure distributed voltage, current and transformer 

winding temperature if measure electrical parameter and above or below present level then system 

automatically operate the circuit breaker. Whereas in another subsystem will detect any theft occur in the 

distributed network or line. In this section the all consumer consumed units is matched total unit if any 

consumer bypasses its energy meter then our system will detects i.e. theft occur in that particular area and 

send this information via GSM to related electrical office. In this project, we are using one temperature sensor, 

ADC, Microcontroller (89s52, LCD) for displaying the fault and parameters, PIC, GSM board used to send 

the fault message to electricity board. 

 

 Amol Manker et.al.[2] The three-phase fault detector and analyze system is designed to differentiate the type 

of fault occur in power system, enhanced with the Internet of Things (IoT) by using the combinations of 

Arduino and Wi-Fi module. All sorts of electrical substation that supply the electric to the users like industrial 

or residential may have some failures due to fault that may be temporary or permanent. However, due to 

problems like system take a longer time to detect the type of fault and also required manually to reset off the 

fault make the existing protection system not efficient in supply energy to consumer. The system can be used 

three single phase transformers those are wired in star input and star output also three transformers are 

connected in star input and delta output that having 240 volts input and 12 volts output. Then, ESP NodeMCU 

is used as controller and also act as device that connect to the IoT system when fault is detected. The devices 

then link with the Blynk application User will get the I notification from Blynk application when the fault is 

occurred Using these devices, user could find automatically after a short-lived interruption in a provisional 

fault from the tripped situation in case of eternal fault. 

 

Visva barathi et al.[3] Innovative solutions for various industries have been developed as a result of the 

proliferation of Internet of Things (IoT) devices. IoT has the potential to completely change how electricity 

is produced, transmitted, and used in the electricity sector. The use of IoT for detecting and preventing 

electricity theft is one such application. Meter tampering, also known as electricity theft, is a significant 

problem that affects the revenue and profitability of electricity boards. It entails circumventing meters In an 

unlawful manner in order to use electricity without paying for it. This not only costs government’s money, 

but also puts consumers and the electricity grid in danger of injury or damages. In this project, we propose 

creating an IoT-based system to track down and stop electricity theft. Smart meters with sensors and 

communication capabilities make up the system, along with a central server for data processing and analysis. 
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VI. BLOCK DIGRAM OF IOT BASED THREE PHASE DISTRIBUTION PROTECTION AND 

THEFT DETECTION            

 

 

 

VII. OUTPUT  
 

 

VIII. ADVANTAGES 

 

 Real-time Monitoring: IOT sensors enable continuous monitoring of the 3-phase distribution 
system, helping to detect irregularities, overloading, or faults in real-time. 

 Theft Detection: It can identify unusual patterns in power consumption or tampering activities, 
reducing losses due to electricity theft. 

 Improved System Reliability: Early fault detection prevents equipment damage and minimizes 
downtime, ensuring consistent power delivery. 

 Remote Control and Management: Utilities can remotely monitor, analyze, and control the 
distribution network, improving operational efficiency. 

 Data Analytics: Collected data can be analyzed to optimize power distribution, predict 
maintenance needs, and enhance system performance. 

IX. CONCLUSION  

 

In this project conclusion we detect the model design in such a way to solve the problems faced by consumer. 

By using such method, we can easily detect the fault and resolve it. It is highly reliable and locate the fault in 
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three phase transmission line and also supposed to data storage. It works on real time so we maintain all data 

sheet and avoid the future problem in transmission lineThis paper concludes that the GSM technology used 

for the fault detection of three phase line through calls and messages is provided to the In-charge Technicians 

of particular faulty location. The messages of fault location will be sent to the all In-charge technicians at the 

same time by the internal programming of microcontroller connected to GSM Module. The Lamp or Buzzer 

can be provided if any of the area In-charge technicians doesn’t respond by clearing the fault. To get the exact 

faulty phase under faulty area the RYB Indicators are also provided for faulty phase indication purpose. 

 

X. FUTURE WORK 

 

• Integration with Smart Grids: The system can be seamlessly integrated into smart grids for 
better energy management, demand response, and automated recovery during outages. 

• Advanced AI and Machine Learning:AI algorithms can analyze large datasets for predictive 
maintenance, fault prediction, and dynamic load management. 

• Scalability to Renewable Energy Sources: It can adapt to manage the increasing use of renewable 
energy, such as solar and wind, ensuring stable and efficient power distribution. 

• Block chain for Transparency:Blockchain can enhance security and transparency in billing and 
theft detection by creating immutable records of energy consumption. 

• Wide-Scale Implementation: It has potential applications in urban, rural, and industrial areas, 
making it a versatile solution for diverse power distribution networks. 

• Integration with Electric Vehicles (EVs):As EV adoption grows, the system can help manage the 
increased load on the distribution network efficiently. 
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