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1. Introduction

The Internet of Things (IoT) has revolutionized how devices interact and communicate. IoT enables smarter
devices to connect with each other and the Internet [1], allowing for remote organization, management, and
control of these entities through unique digital identifiers [2]. This has led to an expansion of creative,
inventive, and intelligent applications, including automated healthcare, autonomous vehicles, intelligent
farming, crowd monitoring, and crowdsourcing [3-5]. Additionally, edge computing has arisen as a means to
bring processing closer to the network edge and data sources [6]. It enables IoT devices to collect
environmental data and facilitates crucial data analysis for implementing smart systems [7], as shown in Figure
1. Edge computing significantly reduces network traffic and latency by moving computation from centralized

systems to the network periphery [8].
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Figure 1. Edge Computing Architecture for loT devices [9].
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Despite these advancements, [oT-enabled big data analytics face several challenges, particularly in edge-
cloud computing architectures. These include poor reaction times, high bandwidth costs, excessive energy

consumption, and inadequate security [10]. Privacy concerns also arise when data is uploaded to the cloud,
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making edge processing a potentially more secure option. Additionally, current methods often fail to keep pace

with technological advancements, creating a demand for improved computing techniques [11].

Traditional approaches to address these challenges include cloud computing and edge computing. Cloud
computing offers scalability, availability, and storage capabilities, making it ideal for data analytics and
Artificial Intelligence (AI) training. However, it suffers from increased latency and requires constant
maintenance. Edge computing, on the other hand, provides faster processing and improved privacy protection
but lacks the scalability and redundancy of cloud systems [12]. The choice between these approaches often
depends on specific use cases and requirements. Hence, to enhance IoT-integrated big data analytics in edge-

cloud architectures, this study proposes deep learning-driven methods for anomaly detection.

Deep Learning has become increasingly relevant for big data analytics because of its ability to analyse both
labelled and unlabeled data [13]. It can build hierarchical representations from lower-level inputs, enabling
effective analysis of various data types, including text, images, and videos [14]. The proposed approach aims
to handle huge real-time data, addressing the challenges posed by numerous real-world data sources. By
applying deep learning techniques to a cleaned IoT Botnet Dataset, the study seeks to uncover patterns and
representations that can improve network attack and anomaly detection. The study focuses on developing a
framework to optimize loT-enabled big data analytics using deep learning, with particular emphasis on security
mechanisms for secure and real-time data transmission and processing in distributed edge-cloud architectures.
Additionally, the approach aims to minimize latency and energy consumption in hybrid cloud and edge

computing configurations.

Hence, this study seeks to overcome the drawbacks of traditional methods and improve the overall
performance of loT-integrated big data analytics in edge-cloud architectures, particularly in the realm of

anomaly detection by leveraging deep learning's capabilities.
2. Literature review

Xin et al., (2024) [15] examined recognizing anomalies in IoT device data by employing Variational
Autoencoders (VAE) and Convolutional Neural Networks (CNN) to improve security threat identification in
IoT applications. The study aimed to enhance the detection and classification abilities of these models by
adjusting hardware layouts, software settings, and hyperparameters. The CNN model attained a robust
classification performance, with an efficiency of 95.8%, accurately differentiating among all different kinds of
IoT device traffic. The VAE model demonstrated effectiveness in identifying anomalies through reconstructing
loss and KL divergence, successfully recording unusual trends in the data. The integrated CNN and VAE

techniques offered a thorough fix to IoT cybersecurity issues.

Akash et al., (2022) [16] focused on addressing the security challenges in IoT by developing a model for
botnet detection using Machine Learning (ML) techniques. The study specifically examined anomalies, or
botnets, in clusters of IoT devices trying to associate with a network, utilizing transport layer data generated
by these devices. The proposed model combined Independent Component Analysis (ICA) with a Random

Forest (RF) classifier for detecting botnets, offering a novel and efficient solution. The experimental results
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demonstrated the performance across 3 diverse datasets, attaining up to 99.9% accuracy with the fastest

estimation duration of 0.12s, highlighting the model's effectiveness in detecting botnets in loT environments.

Ahmad et al., (2021) [17] addressed the growing security concerns in IoT networks by proposing an effective
anomaly recognition method using mutual data together with a Deep Neural Network (DNN). The study
proposed a Network-Based Intrusion Detection System (NIDS) for IoT environments to continuously observe
network traffic and reduce False Alarm Rates (FAR) in detecting anomalies. A comparative analysis of various
deep learning models was conducted using the IoT-Botnet 2020 dataset. The results showed a 0.57-2.6%
improvement in model accuracy and a reduction in FAR by 0.23-7.98%, highlighting the DNN model's

superior performance.

Hussain et al., (2020) [18] focused on the security vulnerabilities of IoT devices, which can be exploited to
form large botnets. The study analysed that existing botnet detection techniques tend to perform poorly when
applied to datasets other than the one they were trained on, due to the variety of attack approaches. To address
this issue, the study presented a universal feature set for training ML models that would enhance botnet
detection across multiple datasets. The proposed feature set demonstrated superior results when applied to
three different botnet attack datasets, effectively improving detection performance regardless of the dataset

used.

Hasan et al., (2019) [19] analysed the growing issue of various types of attacks in IoT infrastructures. Thus,
the study aimed to address various types of threats and other anomalies that can lead to system failures. The
study compared the performance of various ML models in accurately predicting these attacks. The results
showed that all the Artificial Neural Network, Decision Tree and RF models achieved an accuracy of 99.40%.
Additionally, other performance metrics indicated that RF outperformed the others, making it the most

effective model in [oT systems.
3. Research Gaps

e Lack of exploration in integrating advanced feature selection techniques to enhance the feature

engineering process for 10T botnet detection [15].

e Insufficient investigation of a hybrid deep learning classification model for 10T botnet detection that

improves robustness across diverse datasets and attack patterns [18].

e Limited comprehensive performance evaluation metrics beyond accuracy in the analysis of deep learning

models for 10T botnet detection [17].
4. Research Objectives

e To develop a robust 10T botnet detection system by leveraging a hybrid deep learning classification

model in edge-cloud architecture

e To enhance the feature engineering process for botnet detection using Principal Component Analysis
(PCA) and Recursive Feature Elimination (RFE), ensuring only the most significant attributes are

retained for analysis.

1JRTI12502106

International Journal for Research Trends and Innovation (www.ijrti.org) b42



http://www.ijrti.org/

© 2025 IJRTI | Volume 10, Issue 2 February 2025 | ISSN: 2456-3315

e To evaluate the performance of the proposed hybrid model through comprehensive performance analysis

metrics, validating its effectiveness in detecting loT botnet attacks.

5. Research Questions
RQ1: How effective is the hybrid model in detecting IoT botnet attacks compared to individual algorithms?
RQ2: Can the combination of PCA and RFE improve feature selection in 10T botnet detection?

RQ3: What performance metrics can best evaluate the efficiency of the proposed model in detecting 0T botnet

attacks?
6. Research Hypothesis

H1: The hybrid model will significantly enhance the performance of IoT botnet detection compared to

individual ML algorithms.

H2: The use of PCA and RFE will result in a more refined feature set, leading to better classification

performance in identifying IoT botnet attacks.

H3: The proposed model will outperform traditional botnet detection systems when evaluated on various

performance evaluation parameters.
7. Methodology

This section outlines the dataset and techniques used in developing a robust loT botnet detection system using

a hybrid deep learning model.
7.1 Dataset Description

The study utilized the publicly available "[oT Botnet Dataset," which contains extensive internet transactional
data with numerous attributes for each transaction. Key features include unique identifiers, timestamps, flow
state flags, protocol details, source and destination IP addresses and ports, packet and byte counts, transaction
states, and duration metrics. Additionally, the dataset provides statistics on incoming connections by IP
address, average rates per protocol and IP, categorical traffic information, and a class label (Attack) indicating
normal (0) or malicious (1) traffic. This comprehensive dataset is primarily used to train and evaluate deep
learning models for detecting intrusions in IoT botnets, supporting the development of effective intrusion

detection systems [20][21].
7.2 Technique used

The techniques used in this study for feature extraction, feature selection, and classification are given below.
These methods are selected for their ability to handle large-scale 10T botnet datasets, capture temporal patterns,

and provide robust classification performance.
(i) PCA

It is a dimensionality reduction method that reduces complex datasets to a smaller collection of independent
variables. These variables or components retain most of the variance from the original data, capturing its
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essential patterns. PCA is employed for feature extraction because it reduces the complexity of the IoT botnet
dataset by focusing on the most important features, which helps improve the model's efficiency and accuracy

without losing critical information [22].

(i) RFE

It is used for feature selection to further refine the feature set obtained from PCA. This backward elimination
process eliminates the least significant features recursively, ensuring that the model only focuses on the most

relevant attributes. RFE improves the model’s efficiency and performance by reducing overfitting and ensuring

that only impactful features contribute to botnet detection [23].
(iii) Long Short-Term Memory (LSTM)

It is designed to capture long-term dependencies in sequential data by overcoming the vanishing gradient
problem. It is used because IoT traffic data has temporal dependencies, and botnet behaviours often evolve
over time. LSTM helps the model recognize these long-term patterns, making it well-suited for accurately
detecting anomalies and attacks in the dynamic nature of 10T networks [24].

(iv) Gated Recurrent Unit (GRU)

GRU is utilized due to its capability to capture temporal dependencies in the sequential nature of loT traffic
data. Botnets often execute attacks over time, and GRU's architecture allows the model to effectively track
patterns across time steps, enhancing the detection of dynamic and evolving botnet activities [25].

(v) CNN

This deep learning technique enhances the classification process by extracting spatial patterns and local
features from the data. CNN is particularly effective at capturing intricate details and anomalies within the
dataset, making it well-suited for detecting complex botnet behaviours [26]. By complementing the strengths
of LSTM and GRU, CNN adds an additional layer of feature extraction, ensuring more accurate and robust

IoT botnet detection through its ability to recognize fine-grained patterns in network traffic data.

Each of these techniques is chosen because they collectively address the key challenges in 10T botnet
detection: processing large datasets, capturing temporal and spatial patterns and providing robust, efficient,

and accurate classification outcomes.
7.3 Proposed approach

The methodology begins with the collection of an IoT botnet dataset, which is subjected to a thorough data
preprocessing phase. This involves data cleaning to remove any corrupt or irrelevant entries and normalization
to scale the features, ensuring that no individual feature dominates the learning process due to its magnitude.
Furthermore, missing values are carefully handled, either by imputation or removal, to ensure a complete and
consistent dataset for further analysis. After preprocessing, feature extraction is performed using PCA, it
ensures that the most informative features are extracted, enhancing the model's ability to learn from the data

without being overwhelmed by irrelevant or redundant features. Once feature extraction is complete, the
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dataset undergoes further feature selection using RFE. It refines the feature set, ensuring that only the highly

relevant features are retained for classification.

After feature extraction and selection, the dataset is divided into training and testing sets. The classification
model used is a hybrid approach combining three powerful Deep Learning methods: LSTM, GRU, and CNN.
LSTM is used to handle the classification task, effectively capturing long-term dependencies and patterns
within the IoT traffic data. The GRU component is incorporated to capture the temporal dependencies in the
IoT traffic data, which is important because botnet behaviour often evolves. The CNN component is utilized
to extract spatial patterns and local features from the network traffic data, helping to identify intricate patterns
or anomalies within the data that are indicative of botnet activities. Finally, the performance of the employed
model is evaluated using appropriate performance analysis metrics to validate its ability to detect [oT botnet
attacks effectively. The combination of these methods ensures a powerful, accurate, and robust botnet detection

system that leverages both sequential and spatial data features for enhanced detection accuracy.
8. Limitations

Despite the strengths of the proposed hybrid model combining LSTM, GRU, and CNN for IoT botnet detection,
there are several limitations. The complexity of the model, due to the integration of multiple algorithms, may
result in higher computational costs and longer training times, particularly with large IoT datasets.
Additionally, while GRU captures temporal dependencies and CNN extracts spatial patterns, the model may
struggle with handling new, unseen botnet behaviours if the training data does not cover a wide variety of
attack types. Moreover, the reliance on feature engineering methods like PCA and RFE, while effective, could
miss out on important features if not carefully tuned. Finally, scalability and real-time applicability might be
constrained, as deploying such a resource-intensive model on edge devices with limited computational power

could be challenging.
9. Conclusion and Future Scope

This study demonstrates the potential of deep learning techniques for optimizing an IoT-enabled big data
analytics architecture within an edge-cloud computing environment, focusing on anomaly detection. IoT
systems generate huge amounts of data, presenting challenges related to real-time processing, network
congestion, and security vulnerabilities. Traditional approaches often fall short due to latency, bandwidth
limitations, and insufficient security measures. By leveraging deep learning models this framework captures
temporal dependencies, identifies spatial patterns, and enhances classification accuracy, enabling real-time
detection of anomalies and network attacks. The integration of edge computing further reduces network traffic
and processing delays by moving computation closer to the data source, thus improving efficiency and privacy.
This deep learning-driven approach not only enhances anomaly detection but also optimizes resource
allocation, reduces latency, and minimizes energy consumption, providing a scalable and secure solution for

IoT-enabled big data analytics across various applications, such as smart cities and industrial automation.

Future research could focus on expanding this framework to handle larger and more complex IoT networks,

integrating more advanced neural network architectures like transformers to further improve detection
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capabilities. Moreover, exploring the application of federated learning could allow for more distributed and

privacy-preserving anomaly detection across edge devices. Lastly, optimizing the system for deployment on

low-power IoT devices would help make this solution more scalable and energy-efficient for real-world

implementations in various industries.
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