© 2025 IJRTI | Volume 10, Issue 1 January 2025 | ISSN: 2456-3315

L_egislative Shields: Protecting Against
Hacking and Identity Theft in the Digital Age
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Abstract - In order to defend against risks such as identity
theft and hacking, cybersecurity is crucial in the digital era.
The following paper explores the legal structures required
to successfully address these problems. It begins by
examining the many forms, motivations, and consequences
of hacking, from acceptable 'white hat' activities to
malicious 'black hat' operations, emphasising the wide-
ranging consequences, including negative publicity, legal
issues, and financial losses.

In a similar vein, the study investigates identity theft,
detailing its causes, effects, and countermeasures. Victims
of identity theft, which involves the unlawful use of
personal information for fraud, suffer severe emotional,
financial, and legal ramifications. Strong security
procedures and strict data protection are examples of
effective countermeasures. Furthermore, the emphasis
turns to the legal dimensions of cybersecurity, stressing the
contribution that domestic laws and international accords
like the Budapest Convention may make to strengthening
cyber defences. In order to strengthen cybersecurity
measures, governments are essential because they mobilise
resources and promote collaboration between the private
and law enforcement sectors.

The paper presents case studies and examples that
demonstrate how legal, technological, and socioeconomic
variables interact in a complicated way when it comes to
mitigating cyber dangers. These incidents highlight the
difficulties encountered and tactics used to lessen such
dangers, providing guidance for the creation of operational
and governance plans related to cybersecurity.

The paper concludes by stating that legal frameworks are
crucial to maintaining the battle against cyber dangers and
emphasising the necessity of thorough legislation and
teamwork. Stakeholders may increase cybersecurity
resilience, lessen the effects of cyberattacks, and guarantee
the integrity of digital ecosystems for safer, more secure
future generations by strengthening legislative protections
against identity theft and hacking.

INTRODUCTION

In this modern digital era, the world incorporates much
of technology and therefore there are many positive
changes, but the individuals and institutions are being
faced with new threats like hacking and identity theft as
well. We cannot deny that the technology is integrated
into every aspect of the ordinary person’s life.

Nonetheless, the adoption of these digital systems
introduced challenges that were primarily denoted by
lack of legal norms protecting people and their rights.
Every country is trying to address the problem and
develop laws about the new technologies combining it
with the respect to people’s privacy and their security.

India, which is an emerging global centre for
technology, has experienced an alarming increase in
cyber-attacks, data breaches, and identity thefts, making
it painfully obvious that there is a dire need for complete
legal safeguards. The Personal Data Protection Bill and
other legal instruments are a testament to the country's
realization of the expanding digital frontier of threats.
But with hacking methodologies advancing at such a
rapid pace, current legal structures are having a difficult
time keeping up with the fast-changing world of cyber.

While the country is moving swiftly towards the use of
biometric systems to authenticate users (i.e. thumbprint,
the iris of the eye) there increasing danger of identity
theft. Unlike passwords, once they have been
compromised, biometric data is not as easily
recoverable.

Hacking in today’s India whose economy is growing
into a digital one is something that will be highly
important as there is a need for public trust in online
systems. Constructing strong legal structures to respond
to hacking and identity theft helps to maintain trust in
the digital governance systems such as Aadhaar and
digital banking.

The incorporation of Artificial Intelligence (Al) into
India's legislative initiatives provide a fresh and
distinctive means to confront the problems of
cybersecurity. Al could change India’s entire approach
to cyber defence, from the ability to predict and
counteract cyber threats to the protection of personal
identity in a digital world. But Al is a two-sided sword,
it can be used as a defence as well as an offense, and in
the context of India's legal system, if utilized properly,
it could act as a dynamic.

This study proposes measures that are of great
relevance to both the Indian society and the society at
large. This is attributable to the fact that hacking and
identity theft are not only problems with India but also
the whole world. India’s indisputable position as an
emerging digital economy further complicates her
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situation as a subject matter for even wider ranging
reforms than legislations.

The Evolving

Landscape in India
India has witnessed tremendous changes in the

Cybersecurity

cybersecurity landscape over the past few years. The
expansion of digitalisation and a corresponding
increase in cyber threats have raised India’s cyber
exposure, thus making it the most targeted country for
cybercrimes such as hacking, identity thefts and data
breaches.

India has managed these issues with forward thinking
legal systems. The fundamental law, the backbone of
cyber security governance is the Information
Technology (IT) Act, 2000 which deals with
cybercrimes and punishments. Its 2008 amendments
which include severe penalties for data protection and
cybercrimes. In addition to the IT Act, the Personal Data
Protection Bill, first proposed in 20191, is designed to
regulate how data is collected, processed, and stored by
entities, aiming to address privacy concerns and provide
better protection from identity theft and cyber fraud .

The Data Empowerment and Protection Architecture
(DEPA) lwas implemented by NITI Aayog which
emphasizes on data governance, sovereignty, privacy,
and consent and is instrumental in providing better legal
backing to the cybersecurity framework of India.
India’s Digital India programme and other similar
initiatives have not only opened up new opportunities
but have also exposed new risks. Specifically, the
incidents of ransomware in India increased and there
were also increased phishing attacks that focused more
on the financial and healthcare sectors. Given the fact
that more and more people have access to the cloud and
mobile applications used on portable devices, [oT
devices, etc., new threats emerge.

The Indian Computer Emergency Response Team
(CERT-In), functioning under the Ministry of
Electronics and Information Technology, is responsible
for advising organizations in the country and reacting to
computer security incidents, as well as cooperation with
other industries in this sphere. BlAccording to the data
provided by CERT-IN in year 2021, cybercrimes were
as high as 1. 4 million cybersecurity events, which only

1 Ministry of Electronics and Information Technology. The
Personal Data Protection Bill, 2019

[2I NITI Aayog - Data Empowerment and Protection Architecture
(DEPA)

highlight the importance of developing a more effective
cybersecurity defense.

The Role of AT and Emerging Technologies:

With the evolution of AI, ML, and block chain the
professionals involved in cybersecurity, or the hackers
are now using such technologies as strategic weapons.
Al and ML could really help when it comes to
identifying the strange behaviours, assessing the
threats, and mitigating the cyber-attack. Al, however, is
being used by attackers where they are applying them
in their day-to-day phishing and the launching of
intelligent cyber-attacks. On one hand the use of Al in
cybersecurity portrays it as a potential in the dynamics
of security in India’s new digital structure while on the
other hand the same potential portrays Al as a threat.

International Collaboration:

As the cyber threats are not confined to any one country,
India has been participating in international cooperation
for cybersecurity. India has signed the Paris Call for
Trust and Security in Cyberspace of 2021 reflecting
commitment to global standards on norms and
principles for responsible state behaviour in cyberspace.

Role of AI in Cybersecurity and
Identity Protection

Al use in cyber security is rapidly growing and has
helped change how threats are identified, avoided and
dealt with. New form of cyber threats is more complex
than ever before, and existing measures are not always
sufficient to protect the systems. A new generation of
threats is more diverse than the previous one, and
traditional security measures can often not guarantee
the safety of the systems.* The first strength of Al
regards its capability to process large amounts of data,
identify patterns, and respond to deviations from the
norms without human intervention, which makes Al an
essential instrument for strengthening cybersecurity in
India and preventing identity theft and the Aadhaar
system.

[81 CERT-IN. Cybersecurity Trends and Threat Report, 2022
[4 National strategy for artificial Intelligence, NITI Aayog, 2020
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Al as a Shield:

Detecting and Preventing Hacking Attempts- One of the
main jobs that Al does in cybersecurity is in Intrusion
Detection Systems (IDS)P®! where it uses machine
learning (ML) algorithms to look for signs of a threat.®
These artificial intelligence-based systems examine
network traffic, determine what is usual and what is
unusual behaviour, and find irregularities that could be
a sign of someone trying to hack in. And by past
cyberattacks Al systems can learn to predict others and
adapt to new threat patterns in a snap. But in India that
kind of technology is helpful because everything there
is going digital.

Another major aspect of cybersecurity that has been
reinforced by Al is biometric authentication. And with
many systems using Al to improve facial recognition
and fingerprint. With the use of Al driven algorithms,
it's possible to detect these fraudulent attempts by
recognizing patterns within the data, so it becomes
impossible for a hacker to pass through the
authentication processes. Biometric security is a
common thing in many Indian industries(banking,
telecommunications, healthcare) where personal
information and data must be protected.

On top of that Al-based monitoring systems are being
put in place to scan the systems for weaknesses. These
kinds of systems use predictive analysis to find
vulnerabilities in a network that a hacker would be able
to exploit. Al also aids in minimizing the response time
to cyber incidents through automated threat detection
and response, a key factor in preventing massive data
breaches. India's CERT-IN) has started to use Al in its
threat detection and monitoring systems, because the
cyber threats have become so complicated.

Use of Al in India’s Aadhaar System:

The Aadhaar database has the biometric and
demographic information of 1.2 billion Indians, one of
the biggest in the world. It's so big and has so much
personal information that it is just begging to be hacked
into and have identities stolen. Therefore, to safeguard
all this data, Al has been integrated into the structure,

B An IDS is an important component in the field of cyber security
dedicated to detection purposes and alerting the users about the
possible intrusion.

specifically in the realms of authentication and
verification.

In biometrics Al is used to verify users by fingerprints,
iris scans etc. against stored information. This way, with
time, the system becomes more and more accurate, and
the chances of false positives or false negatives become
smaller and smaller. Such as Al can even detect minor
shifts in biometric data that may indicate identity theft
or fraud. As biometric technology continues to
progress, Al will simply add to Aadhaar's already secure
authentication process, in such a way that identity theft
will be basically impossible.

However, there are concerns regarding privacy and data
security. The use of Al would only lead to great
profiling and misuse of personal information. Not only
that but even though Al is secure, if it is not controlled,
it itself can be a threat, because hypothetically hackers
could hack into the Al algorithms themselves.

Potential for AI-Driven Regulation:

Al can be used to ensure that the companies are in
accordance with the regulatory structures such as
India's Information Technology Act, 2000, and the
Personal Data Protection Bill.

Al as a Threat to Identity Protection

Al-Driven Hacking: The advancements of Al
technology have given a whole new dimension for
cyber criminals, allowing them to automate and amplify
traditional hacking techniques.l’ Some key areas of
concern are:

e Al-Powered Phishing Attacks: Phishing scams
that are extremely elaborate could be made
using Al. Al can study user behaviors and
patterns and create "tailored" messages that are
more likely to trick someone into revealing
personal information.

e Bypassing Security Systems: Then there are the
Al tools like those used for penetration testing,
which can in turn be used by hackers to exploit
any vulnerabilities found in those systems.
Then comes Al, which can predict and simulate
possible attacks, rendering all defences null and
void.

6] https://www.geeksforgeeks.org/intrusion-detection-system-
using-machine-learning-algorithms/

[] https://abnormalsecurity.com/glossary/ai-enabled-cyberattacks
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e Data Mining and Exploitation: Speaking of
stolen data, Al backed algorithms can search
through billion row datasets in seconds and
pull-out passwords, credit card numbers, or
other forms of personally identifiable
information (PII) which in turn makes it all the
easier for cybercriminals to exploit their break
ins.

e Deepfakes and Synthetic Identity Theft:

One area of Al and is deepfakes and synthetic
identities, which are made possible by Al, and
are particularly relevant considering India's
laws.

Deepfakes: Al-generated video and pictures can
simulate specific people, allowing dangerous users to
assume other people's identities on the internet. This
could lead to identity theft and extortion.

Synthetic Identity Theft: Al can create so called
synthetic identities, which combine real and fabricated
personal information, allowing them to pass through
any security check and commit fraud. But in India, with
the biometric data available through the Aadhaar
system combined with Al-driven deepfakes, this could
present some very unique problems, such as identity
verification fraud.

Exploitation of data through machine learning:

Machine learning (ML) is a double-edged sword,
capable of great good and great evil.

e Analysis of Large Datasets: Al can easily comb
through the huge data bases such as Aadhaar
and recognize weaknesses or trends of abuse.
For example, in the event of a data breach, ML
algorithms could quickly mine that data and use
it for ill purposes like fraud or blackmail.

e Aadhaar and Privacy Concerns: The Aadhaar,
which is one of the main bases of identity in
India, contains intricate biometric and personal
data. Databases like these could be vulnerable
to Al-launched attacks that would leave
millions of people open to identity theft. Even
though they are heavily encrypted, ML
algorithms could possibly see some type of
patterns and compromise the security of the
data on the system.

(8] https://iclg.com/practice-areas/cybersecurity-laws-and-
regulations/india

Legal Implications:

In this regard, laws like section 43A and 66C, IT act do
cover cybersecurity breaches and identity theft but
probably need more specific clauses to accommodate
Al related cybercrimes. [®!

India’s Evolving Legislative Response: Draft Digital
Personal Data Protection Bill, 2023

India has taken great leaps in the direction of a
complete data protection regime, the Draft Digital
Personal Data Protection Bill (DPDPB), 20235, being
the latest step. This is India's effort to bring its digital
governance in line with the rest of the world, with an
emphasis on privacy of personal data, user consent, data
minimisation, and enforcement mechanisms. It is
mainly focused on the management of personal data.

Al-Related Risks : But when we look at the DPDPB
and compare it to Al-associated risks following flaws
appear:

Lack of AI-Specific Provisions:

The draft lacks specific provisions directly regulating
Al technologies. That is a big deal because Al is not
only capable of dealing with large amounts of personal
data but is also capable of deriving very personal
information about a person from seemingly harmless
pieces of information. This brings up issues of Al being
used for profiling, automated decision making, and
invasion of privacy.

Yes, the DPDPB focuses on data security and user
consent but doesn't nearly go far enough in discussing
how Al could exploit those protections, especially in
Al-driven hacking or identity theft.

Omission of Automated Decision-Making:

Unique to the DPDPB is the lack of coverage of the
rights of individuals versus decisions made solely by
automated systems (as opposed to the EU's GDPR. It
seems that the Al technologies, particularly the machine
learning models, have the ability to make decisions
about people without any human input, so there must be
some regulation.

Enforcement and Accountability for Al Use:

Well, the bill does establish a data protection authority,
but how much power it would have over Al data

%] https://prsindia.org/billtrack/digital-personal-data-protection-
bill-2023
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processing is vague. There is no clear regulation over
the Al developers, nor the parties that use Al for
processing data.

Need for AI-Specific Legislation

India needs some serious Al modifications to its
legislative structure, not just for the immediate dangers
of Al but for the ones that are yet to come.

Anticipating Future Threats:

Al technologies evolve quickly, often outpacing
existing laws. Law should not only cover present
problems but also predict some of the misuses that will
come about with AL

Al could make it easier for new kinds of cybercrime,
like deepfakes, phishing, and Al-generated fake news.
The law should anticipate these kinds of dangers and
establish grounds for responsibility and damage
control.

Balancing Innovation and Security:

Regulation is important but it should not hamper
innovation. It is essential for legislation to provide for
an environment that encourages developers to innovate
responsibly-that might be through regulatory
sandboxes, which will allow experimentation in a rule
of law.

To encourage Ethical Al Practices : The giving of
incentives to an organization that focuses on ethical Al
development helps foster a culture of responsibility and
accountability in the Al field.

Public Awareness and Education:

Al literacy: Legislation should include public education
on the benefits and risks of Al Improving the Al
literacy of people will give them the power to know
more about the upcoming problem or challenge related
to AL

Stakeholder Engagement: Including a broad cross-
section of stakeholders —government, industry,
academia, civil society— in the process of making new
laws can broaden perspectives and ultimately can make
regulation much more effective.

(101 Encrypted internet information is known as the "dark web,"
which enables people to conceal their location and identity from
other people.

Case Study

Massive Aadhaar Data Breach

In a massive cybersecurity incident, the US-based cyber
security firm Resecurity has revealed that data of more
than 81.5 crore Indians has been exposed on the dark
web.[*% The data, which apparently is available for sale,
include details such as names, phone numbers,
addresses, Aadhaar and passport-related information.!*!

Apparently the 'pwn0001' threat actor posted an
advertisement on Breach Forums, who had offered
access to 815 million "Indian Citizen Aadhaar &
Passport" records on 9th October. Investigators with its
HUNTER (HUMINT) unit? initiated communication
with the threat actor and found that the whole Aadhaar
and Indian passport database was being sold for
$80,000.

India's Central Bureau of Investigation (CBI) is
investigating the incident, which was first reported by
the hacker 'pwn0001." It is reported that the
compromised data may belong to the database of the
Indian Council of Medical Research (ICMR).

This presents a serious setback to the initiatives of the
government in the achievement of its vision for a digital
economy and a DPI premised on Aadhaar, mobile
numbers, and bank accounts.

It has promoted these identifiers as the underpinning to
ensure safe transfers of benefit flows and to promote
innovation in the private sector.

This is not the first instance of data breaches reported in
India. June had the government initiating a probe into a
data breach involving the CoWin website, where
personal data of vaccinated citizens, including VVIPs,
was allegedly leaked via a Telegram messenger
channel.

The breach of the Aadhaar data puts forth certain
questions about the security of sensitive personal
information against malicious action and highlights the
challenges in protecting infrastructure in digital vistas
amidst efforts that are constantly being made to advance
technological integration in the country.

(11 https://www.moneylife.in/article/aadhaar-data-breach-largest-
in-the-world-says-wefs-global-risk-report-and-avast/56384.html
2] Human intelligence unit
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CONCLUSION

This article concludes by highlighting the vital
necessity of strong legal frameworks in the digital age
to counter cyberthreats such identity theft and hacking.
Legislation must adapt to these new concerns since
fraudsters' techniques also change as technology
advances. Despite its efforts to implement legal
protections like the Information Technology Act and the
forthcoming Digital Personal Data Protection Bill,
India, a developing digital economy, confronts serious
cybersecurity concerns.

The study emphasises how cybersecurity might be
improved by artificial intelligence (AI). Artificial
intelligence (Al) has the potential to greatly enhance
danger identification and prevention, but it also brings
with it new threats, such deepfakes and Al-driven
hacking, that call for special regulatory attention. The
security of the Aadhaar system in India, which holds
private biometric information, is a prime example of
how digital identity management has two sides: more
susceptibility and better security.

Given that cyber dangers are transnational, international
cooperation is essential in this situation. India's
commitment to enhancing cybersecurity globally is
demonstrated by its involvement in international
initiatives such as the Paris Call for Trust and Security
in Cyberspace. To meet the special difficulties brought
on by cutting-edge technology, the nation must likewise
concentrate on creating legislation tailored to artificial
intelligence.

The study comes to the conclusion that a fair strategy is
required, one that promotes creativity while
maintaining strong security. This entails bolstering
legislative frameworks in addition to increasing public
awareness and encouraging stakeholder participation.
India and other countries may strengthen resilience
against changing cyber threats and better safeguard
their digital ecosystems by implementing proactive
legal measures and appropriately using technical
breakthroughs.
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