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Abstract: Now a days the user or the customers can use the software’s or the resources according to their requirements and
they can get the services over the network .this is cloud computing .and services are given by the third party .This is famous
because of its advantages .the main advantages of the cloud computing is it has the ability to handle the increased load. {Add
some more advantages} This cloud computing is useful for the growing organizations where the organization need not to
invest on the infrastructure rather than cloud cab be handled for this growing organizations. Since there is a heavy use of
the cloud by it arise some doubt and the security which is provided by the third party .Since cloud contains the information
about the personal and confidential data of an organization or the personal. Hence security data of the user it need to be
handled securely. Providing the security to the stored in the cloud should be very necessary .In this paper it contains various
security issues in the cloud deployment models.
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. INTRODUCTION

In today’s life Internet has become an important part of life. So the need of Internet as well as computing is increasing very rapidly
which leads to the increase in cost of hardware , software and power consumption .On the other part Cloud computing has become
one of the most popular segment emerging in IT industry .As here are more users storing their data in cloud , security of data is the
major concern, this aspect declined the growth of cloud computing. The Cloud computing technique is a beam of hope to solve these
problems by cutting down the cost of software and hardware services offered by this technique has the following features like it is
highly scalable, reliable, flexible and dynamic property. The advantage of using cloud computing includes-Reduce hardware and
maintenance cost, Accessibility around the globe, and Flexible and highly automated processes where the customer need not worry
about concerns like software up gradation. Cloud computing is a large scale distributed system . At present it is becoming very
popular in educational and business fields because it is offering different types of services Because of the availability of Cloud
computing services , large organisations can avoid spending the memory on purchasing of the software and hardware required for a
growing organisation .Cloud is the collection of virtual Resources which can be easily accessible and it's resource can be (pay per
use concept) we need to pay for what we used . Cloud computing provides the service over the Internet and it provides service like
hardware as a service , which provides service using () Data centres is where all the applications which is used by the applicants are
collected . Presently , day by day there is growth of cloud computing is increasing popularly because it provides services over the
Internet and the day centres that resides anywhere in the world .

As there are some issues that occur in the cloud computing is the security issues. The main issues in cloud is security. The user
or organization may use the cloud to store the information which may be confidential. Since the cloud provides services on shared
resources, there may chance that third party may can see the information or any unauthorized person can see the data hence providing
the security to the data of the user is very important .In this paper we are giving the information about the different security issues in
the cloud.

Il.  DIFFERENT CLOUD COMPUTING MODELS
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A. Platform as a service(PAAS)

This service provide the software that are required to develop an application and the tools required for the development on the users
system. To develop an application in this service, it is not necessary to have knowledge about internal procedure or any other process
that the cloud computing systems provide. The platform as a service provide complete environment for the development of a software
from the steps of planning, scheming, trialing and executing on the client side. In this it is required to make the virtual machines
secure from any attacks.

B. Infrastructure as a service(IAAS)

It provides an infrastructure for the development of software. In this service only contracted clients will share dedicated resources
with pay-per-use. Means the clients can use the services by paying charge according to the use. It will reduce the large amount of
beginning cost to setup the cloud which may not offer the installation of separate servers and other devices of networking. While
the applications transferring into cloud it is necessary to take prevention about the security.

C. Softaware as a service(SAAS)

In this service all the applications are hosted by a dealer and customer can access those services over a network. Here security plays
a very important role because software is accessed using a web browser. Software as a service model is very famous because of its
support to web services and service oriented architecture. SaaS allows multitenacy. Some mechanisms that can be applied in order
to secure our data are web services security, secure socket layer .examples are Facebook, GoogleApps, Dropbox etc.

I1l. DIFFERNET DEPLOYMENT MODEL
There are four different deployment model. They are

1. Public cloud deployment model
2. Private cloud deployment model
3. Community cloud deployment model

4. Hybrid cloud deployment model
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A. Public Cloud Deployment Model

It is a cloud that is accessed by public. It is less secure compared to other models because the data’s are shared in public. Public
clouds are flexible. Public cloud services are provided to the users at low cost. Since it is a pay per used model it can match the IT
expenditure by decreasing its capital. In public cloud trust and privacy are common issues. Public cloud is used for general
purpose, it can be accessed by any user. In public cloud services are provided to the public on rent. . It is based on pay per use
model Depending on the services charges are applied.

B. Private cloud deployment model

The private cloud is highly secured and it will be owned by particular organizations. Only the authorized person can access the
services that are provided by the cloud. The services and operations will be managed by the private organizations and that
organization itself is the one who implement this cloud. Users can share the applications among themselves that are combined
together. This cloud is established by any organizations or companies for their own purpose and for their private benefits. This
cloud can be managed internally or sometimes by third party servers.

Community cloud deployment model

A community cloud is similar to the public cloud. Here infrastructure are shared among the member of a particular community. It
can be managed operated or organized by the particular organizations. The cost are spread over fever user than the public cloud
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. Hybrid cloud deployment model

It is the combination of the private cloud and the public. In the hybrid cloud the one private cloud in linked with more than one
external clouds. This external cloud may be any kind of the cloud. Here more than one cloud are combined to form the hybrid cloud.
This clouds can be either public or private .The services provided by the cloud is maintained by the centrally managed by any one
cloud

IV. SECURITY ISSUES IN CLOUD COMPUTING
Cloud computing is becoming very popular in now a days because of the service provided by the cloud computing . The some
of the security issues related to the cloud computing is listed below:
. Relaibiliity
This is the problem which is similar to what we are facing at our resident server. There may server uptimes, downtimes which
may occur in the cloud computing. This may be occurred when the user who are depending on the data stored on the cloud, who are
accessing the data frequently.
. Location issues:
The location of the datacenters centers are unknown to the cloud computing the users. Hence the location of the datacenter may be
one of the issues since the data of the user pay be very confidential that it cannot be crossed across the border.
. Soft issues:
The sharing and storing the personal data in cloud may have different types of the attacks:
a) Denial of service
b) Sniffing
c) Mediator attack
This are the common attack which may happen in the cloud computing.

. Data loss in cloud:

This is the one of the problem which arises in the cloud. If research related data or any banking sector data which is lost, that
will create the problem to that organization who is using the cloud to store. These are the sensitive and confidential data.
. Security at the user level:
The user who is using the cloud service which make sure that because its own action, it should not affect the data which is stored
in the cloud which belongs to the others.
. Malicious Insider:
Cloud service provided by the organization will hire some employee to operate, manage the cloud. There may be chance that the
employee who working in the cloud service provider’s organization will misuse the data of the user stored in the cloud.
. Issues related to the communication with cloud:
Since the data is stored in different datacenters .Large amount of data transferring and communication with the Cloud. Hence
communication between the clouds will be an issues in cloud.
. Recover of the data:

The server which contains the user data .If the data which is stored in the server is lost in the server then question arises that how
to recover the data, what mechanism provided by the cloud. This recovery of the lost data will be an issues in the cloud.

V. CONCLUSION

Adoption of the cloud computing services are now a days are very necessity. In this paper we given a detail about the cloud
computing different services, different types of the cloud .The Cloud computing is one of the emerging and evolving technology.
But these are system are under the chances of the security related issues. There are under the attacks or any unauthorized person
can access the data which is there in the cloud. In this paper we discussed about the various security issues in the cloud computing.

REFERENCES

[1]P. Mell and T. Grance, “The NIST Definition of Cloud Computing,” US Nat’l Inst. of Science and Technology, 2011;
http://csrc.nist.gov/ publications/nistpubs/800-145/SP800-145.pdf.
[2] Leavitt N, 2009, ‘Is Cloud Computing Really Ready for Prime Time?’, Computer, Vol. 42, pp. 15-20, 2009.

[3] T.Ristenpart et al., “Hey, You, Get Off of My Cloud! Exploring Information Leakage in Third-Party Compute Clouds,” Proc.
16th ACM Conf. Computer and Communications Security (CCS 09), ACM Press, 2009, pp. 199-212.

[4] Bisong, A. and Rahman, S.S.M. (2011), “An Overview of the Security Concerns in Enterprise Cloud Computing”, International
Journal of Network Security & Its Applications, 3(1), 30-45. doi:10.5121/ijnsa.2011.3103. R. Nicole, “Title of paper with only
first word capitalized,” J. Name Stand. Abbrev., in press.

IJRTI1905039 International Journal for Research Trends and Innovation (www.ijrti.org


http://www.ijrti.org/

© 2019 IJRTI | Volume 4, Issue 5 | ISSN: 2456-3315

[5] Petre, R. (2012), “Data mining in Cloud Computing”, Database Systems Journal, 3(3), 67-71. M. Young, The Technical
Writer’s Handbook. Mill Valley, CA: University Science, 1989.

[6] Rashmi, Sahoo, G. and Mehfuz, S. (2013), “Securing Software as a Service Model of Cloud Computing: Issues and Solutions”,
International Journal on Cloud Computing: Services and Architecture, 3(4), 1-11. Doi: 10.5121/ijccsa.2013.3401.

[7] Singh, S. and Jangwal, T. (2012), “Cost breakdown of Public Cloud Computing and Private Cloud Computing and Security
Issues”, International Journal of Computer Science & Information Technology, 4(2), 17-31.

[8] Suresh, K.S. and Prasad, K.V. (2012), “Security Issues and Security Algorithms in Cloud Computing”, International Journal
of Advanced Research in Computer Science and Software Engineering, 2(10), 110-114.

[9] Youssef, A.E. (2012), “Exploring Cloud Computing Services and Applications”, Journal of Emerging Trends in Computing
and Information Sciences, 3(6), 838-847.

[10]J. Brodkin. (2008, Jun.), “Gartner: Seven cloud-computing security risks”, Infoworld, Available:
<http://www.infoworld.com/d/security-central/gartner-sevencloudcomputingsecurity- risks-853?page=0,1> [Mar. 13, 2009].

[11] S. Ramgovind, M. M. Eloff, E. Smith, “The Management of Security in Cloud Computing”, In PROC 2010 IEEE International
Conference on Cloud Computing 2010

[12]S. Arnold (2009, Jul.), “Cloud computing and the issue of privacy”, KM World, pp14-22. Available: www.kmworld.com [Aug.
19, 2009].

[13] A Platform Computing Whitepaper, “Enterprise Cloud Computing: Transforming IT.” Platform Computing, pp6, 2010.

[14] Global Netoptex Incorporated, ‘“Demystifying the cloud. Important opportunities, crucial choices.” pp4-14. Available:
http://www.gni.com [Dec. 13, 2009].

[15] C. Weinhardt, A. Anandasivam, B. Blau, and J. Stosser, “Business Models in the Service World.” IT Professional, vol. 11, pp.
28-33, 20009.

[16] M.Carroll, A.Van der Merwe, P.Kotze, “Secure cloud computing: Benefits, risks and controls”, Information Security South
Africa (ISSA), pp. 1-9, September 2011.

[17]S. Subashini, V. Kavitha, “A survey on security issues in service delivery models of cloud computing”, Journal of Network
and Computer Applications, vol. 34, Issue 1, pp. 1-11, July 2010

[18] D. Zissis, D. Lekkas, “Addressing cloud computing security issues”, Future Generation Computer Systems, 2011.

[19] National Institute of Standards and Technology, “NIST Cloud Computing Program, 20107, <http://www.nist.gov/itl/cloud/>
[Accessed on: 18 October 2011].

[20] Grobauer, T. Walloschek, E. Stocker, “Understanding Cloud Computing Vulnerabilities, Security & Privacy”, IEEE, vol. 9,
Issue 2, pp. 50-57, March 2011.

[21]F. Gens. (2009, Feb.). “New IDC IT Cloud Services Survey: Top Benefits and Challenges”, IDC eXchange, Available:
<http://blogs.idc.com/ie/?p=730> [Feb. 18, 2010].

IJRTI1905039 International Journal for Research Trends and Innovation (www.ijrti.org


http://www.ijrti.org/

