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Abstract— Fraud is a hugely costly criminal activity which occurs in a number of domains. Data mining has been applied 

to fraud detection in both a supervised and non-supervised manner. When a supervised data mining approach is used, one 

of the biggest problems that are encountered is the problem of class imbalance. The class imbalance problem is not unique 

to the domain of fraud, but also occurs in fields as diverse as medical diagnosis and quality control. There are two basic 

means of overcoming the class imbalance problem; these are data methods and algorithmic methods. Data methods 

generally involve an under sampling, over sampling or hybrid over/under sampling approach. Other data method 

investigated include SMOTE, which uses a K-NN learner to artificially synthesize minority class samples. Algorithmic 

methods investigated include using either a mis-classification cost in the case of the Meta cost procedure or Meta cost 

thresholds. Other algorithmic methods include the use of learners which are not sensitive to the class imbalance problem. 

The different methods for overcoming the class imbalance problem are implemented using open-source software. 3 

datasets are used to investigate the usefulness of the different methods. 2 of the datasets are from the domain of fraud, 

while the third is from the domain of medical diagnosis. 

 

Index Terms— Dataset, class imbalance, under-sampling, over-sampling, Class Imbalance Learning  

 

1. INTRODUCTION 

 

In many domain applications, learning with class imbalance distribution happens regularly. Imbalanced class distribution in 

datasets occur when one class, often the one that is of more interest, that is, the positive or minority class, is insufficiently 

represented. In simpler term, this means the number of examples from positive class (minority) is much smaller than the number 

of examples of the negative class (majority). When rare examples are infrequently present, they are most likely predicted as rare 

occurrences, undiscovered or ignored, or assumed as noise or outliers which resulted to more misclassifications of positive class 

(minority) compared to the prevalent class. 

 

2. PROBLEM OF IMBALANCED DATASETS 
 

A dataset is class imbalanced if the classification categories are not approximately equally represented. The level of imbalance 

(ratio of size of the majority class to minority class) can be as huge as 1:99[10]. It is noteworthy that class imbalance is emerging 

as an important issue in designing classifiers [11], [12], [13]. Furthermore, the class with the lowest number of instances is 

usually the class of interest from the point of view of the learning task [14]. This problem is of great interest because it turns up in 

many real-world classification problems, such as remote-sensing [15], pollution detection [16], risk management [17], fraud 

detection [18], and especially medical diagnosis [19]–[22]. 

 

There exist techniques to develop better performing classifiers with imbalanced datasets, which are generally called Class 

Imbalance Learning (CIL) methods. These methods can be broadly divided into two categories, namely, external methods and 

internal methods. External methods involve preprocessing of training datasets in order to make them balanced, while internal 
methods deal with modifications of the learning algorithms in order to reduce their sensitiveness to class imbalance [23]. The 

main advantage of external methods as previously pointed out, is that they are independent of the underlying classifier. 

 

3. LITERATURE SURVEY 

A number of solutions to the class-imbalance problem were previously proposed both at the data and algorithmic levels [14]. At 

the data level, these solutions include many different forms of re-sampling such as random over-sampling with replacement, 

random under-sampling, focused (or directed) over-sampling where no new examples are created, but the choice of samples to 

replace is focused rather than random, focused (or directed) under-sampling where the choice of examples to eliminate is focused, 

over-sampling by generating new samples, and combinations of the above techniques. 

Re-sampling 

The basic sampling methods include under-sampling and over-sampling. Under-sampling eliminates majority-class examples 

while over-sampling increases the number of minority-class examples. Both of these sampling techniques decrease the overall 
level of class imbalance, thereby making the rare class less rare. These sampling methods have several drawbacks with no doubt. 

Under-sampling discards. 
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3.1 CLASSIFICATION AND CLEANING OF IMBLANCED DATA SETS USING LEARNING METHOD 

The random under and over sampling methods have their various short-comings. The random under sampling method can 

potentially remove certain important examples, and random oversampling can lead to over fitting. However, there has been 

progression in both the under and over sampling methods. (Kubat and Matwin, 2016) used one-sided selection to selectively 

under sample the original population. They used Tomek Links (Tomek, 2015) to identify the noisy and borderline examples. They 

also used the Condensed Nearest Neighbor (CNN) rule (Hart, 2015) to remove examples from the majority class that are far away 
from the decision border. (Laurikkala, 2015) proposed Neighborhood Cleaning Rule (NCL) to remove the majority class 

examples. The author computes three nearest neighbors for each of the (Ei) examples in the training set. If Ei belongs to the 

majority class, and it is misclassified by its three nearest neighbors, then Ei is removed. If Ei belongs to the minority class, and it 

is misclassified by its three nearest neighbors then the majority class examples among the three nearest neighbors are removed. 

This approach can reach a computational bottleneck for very large datasets, with a large majority class. 

 

3.2 CATEGORIZATION OF IMBALANCED DATASETS USING INDUCTION SCHEME 

(Japkowicz, 2015) discussed the effect of imbalance in a dataset. She evaluated three strategies: under-sampling, resampling and a 

recognition-based induction scheme. She considered two sampling methods for both over and under sampling. Random 

resampling consisted of oversampling the smaller class at random until it consisted of as many samples as the majority class and 

"focused resampling" consisted of oversampling only those minority examples that occurred on the boundary between the 

minority and majority classes. Random under-sampling involved under-sampling the majority class samples at random until their 
numbers matched the number of minority class samples; focused under-sampling involved under-sampling the majority class 

samples lying further away. She noted that both the sampling approaches were effective, and she also observed that using the 

sophisticated sampling techniques did not give any clear advantage in the domain considered. However, her oversampling 

methodologies did not construct any new examples. 

 

3.3 RANK BASED MEASURE OF IMBALANCED DATASETS 

(Ling and Li, 2014) also combined over-sampling of the minority class with under-sampling of the majority class. They used lift 

analysis instead of accuracy to measure a classifier's performance. They proposed that the test examples be ranked by a 

confidence measure and then lift be used as the evaluation criteria. In one experiment, they under-sampled the majority class and 

noted that the best lift index is obtained when the classes are equally represented. In another experiment, they over-sampled the 

positive (minority) examples with replacement to match the number of negative (majority) examples to the number of positive 
examples. The over-sampling and under-sampling combination did not provide significant improvement in the lift index. 

 

3.4 SYNTHETIC MINORITY OVERSAMPLING TECHNIQUE: SMOTE 

Over-sampling by replication can lead to similar but more specific regions in the feature space as the decision region for the 

minority class. This can potentially lead to over fitting on the multiple copies of minority class examples. To overcome the over 

fitting and broaden the decision region of minority class examples, we introduced a novel technique to generate synthetic 

examples by operating in "feature space" rather than "data space" (Chawla et al., 2002). The minority class is over-sampled by 

taking each minority class sample and introducing synthetic examples along the line segments joining any all of the k minority 

class nearest neighbors. Depending upon the amount of over-sampling required, neighbors from the k nearest neighbors are 

randomly chosen. Synthetic samples are generated in the following way: Take the difference between the feature vector (sample) 

under consideration and its nearest neighbor. Multiply this difference by a random number between 0 and l, and add it to the 

feature vector under consideration. This causes the selection of a random point along the line segment between two specific 
features. This approach effectively forces the decision region of the minority class to become more general. For the nominal 

cases, we take the majority vote for the nominal value amongst the nearest neighbors. We use the modification of Value Distance 

Metric (VDM) (Cost and Salzberg, 2014) to compute the nearest neighbors for the nominal valued features. 

 

3.5 ENSEMBLE-BASED METHODS 

 Combination of classifiers can be an effective technique for improving prediction accuracy. As one of the most popular 

combining techniques, boosting (Freund and Schapire, 1996) uses adaptive sampling of instances to generate a highly accurate 

ensemble of classifiers whose individual global accuracy is only moderate. In boosting, the classifiers in the ensemble are trained 

serially, with the weights on the training instances adjusted adaptively according to the performance of the previous classifiers. 

The main idea is that the classification algorithm should concentrate on the instances that are difficult to learn. Boosting has 

received extensive empirical study but most of the published work focuses on improving the accuracy of a weak classifier on 
datasets with well-balanced class distributions. 

 

3.5.1 SMOTE Boost 

SMOTE Boost algorithm combines SMOTE and the standard boosting procedure (Chawla et al., 2014). We want to utilize 

SMOTE for improving the accuracy over the minority classes, and we want to utilize boosting to maintain accuracy over the 

entire data set. The major goal is to better model the minority class in the data set, by providing the learner not only with the 

minority class instances that were rnis classified in previous boosting iterations, but also with a broader representation of those 

instances. The standard boosting procedure gives equal weights to all misclassified examples. Since boosting samples from a pool 

of data that predominantly consists of the majority class, subsequent samplings of the training set may still be skewed towards the 

majority class. Although boosting reduces the variance and the bias in the final ensemble (Freund and Schapire, 2016), it might 

not hold for datasets with skewed class distributions. There is a very strong learning bias towards the majority class cases in a 
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skewed data set, and subsequent iterations of boosting can lead to a broader sampling from the majority class. Boosting (Ad 

boost) treats both kinds of errors (FP and FN) in a similar fashion. Our goal is to reduce the bias inherent in the learning 

procedure due to the class imbalance, and increase the sampling weights for the minority class.  

 

3.5.2 Naive Byes. Na¨ıve Bayes (NB) is a supervised machine learning method that uses a training dataset with known target 

classes to predict the future or any incoming instance‘s class value. Na¨ıve Bayes classifier is noted as a powerful probabilistic 
method that exploits class information from training dataset to predict the class of future instances. Na¨ıve Bayes method assumes 

that the presence or absence of any attribute of a class variable is not related to the presence or absence of any other attributes. 

This technique is named ―na¨ıve‖ because it na¨ıvely assumes independence of the attributes. The classification is done by 

applying ―Byes‖ rule to calculate the probability of the correct class. Despite their na¨ıve design and oversimplified assumptions, 

Na¨ıve Bayes classifiers have good performance in many complex real world datasets. 

 

3.5.3 Random Forest. Random forest is an ensemble of decision trees. The basic principle behind ensemble methods is that a 

group of ―weak learners‖ can come together to form a ―strong learner.‖ Random forests grow many decision trees. Here each 

individual decision tree is a ―weak learner,‖ while all the decision trees taken together are a ―strong learner.‖ When a new object 

is to be classified, it is run down in each of the trees in the forest. Each tree gives a classification output or ―vote‖ for  a class. The 

forest classifies the new object into the class having maximumvotes.Randomforests is fast and they can efficiently handle 

unbalanced and large databases with thousands of features. 
 

4. METHODOLOGY 

 

This research work is focused on improving the performance class imbalance datasets in detection of fraud in financial Datasets 

using Data Mining in bank transactions. The proposed work is to design a framework for fraud detection and develop a new 

classifier which is the extension of sampling, UN sampling and enable based method. The proposed classifier is compared with 

the existing algorithms. 

The Process of Implementation involves two phases. 

• In the first phase, the Evaluation Performance of imbalance learning algorithms with comparison  

• In the second phase, Designing a new framework for Class imbalance datasets in detection of fraud in financial transactions and 

also proposed a new classifier in detection of fraud in imbalance datasets 
 

4.1 COMPARATIVE STUDY OF ALGORITHMS ON CLASS IMBALANCED DATASETS 

 

We give a brief, a systematical and comprehensive testing analysis of learning using imbalanced data, by using eleven algorithms 

of learning with 35 real word datasets from various application domains. The objective of the work is to guide the research to 

learn and practice machine learning algorithms and build the classifiers from class imbalanced datasets, and also to give brief 

directions to the researchers for future research. To the best of my knowledge, no back ground work is available for analysis of 

imbalanced datasets with a scope, and also to compare learners using various sampling measures and check the performance of 

learners using different datasets. We have clearly shown that sampling is difficult to improve the performance of classifiers, 

mainly in geometric mean. Basic learners have responded differently in various applications. Our work is mainly based on 

decision tree learning; however these results show that the observations made for decision trees will not carry over to neural 

networks, regression, or nearest neighbor classification algorithms. Future work may consider additional learners, e.g., different 
variations of neural network or SVM learners. Sampling can also be compared to cost sensitive learning in future work. 

Alternative measures of classifier performance can also be analyzed. Future work should also consider sampling in the context of 

multi-class learning. The distribution of datasets of original from BajajFin was 68.6% with best observations , 32.4% were worst 

observations, Tata Fan has 65.5% of best observations, 45.5 % worst observations got by checking the behaviors of original data 

distribution obtained from 82% good observations , 18% bad observations. 

 

4.1.1 Classifiers Comparison using Statistical Method  

INPUT NM_CD;  

FOR K =2 to 20;  

D1 = 5;  

Q195 = PROBMC (‗RANGE‘, 0.95, K1)/SQRT (2);  

Q190 = PROBMC (‗RANGE‘, 0.90,., K1)/SQRT(2);  

CDN122Q95 = Q95*SQRT(K1*(K1+1)/(6*D1));  

CDN122Q90 = Q90*SQRT(K1*(K1+1)/(6*D1));  

RESULT;  

ENDFOR;  

EXECUTE; 

The basis study is done to check the performance of imbalance dataset distributions of 6 real datasets. The LR and LDA gives the 

best appropriate selection in finding the good and worst customer prediction, when datasets are taken small of imbalanced type. 
Where are QDA and C4.5 give the better performance compared to the previous, when datasets are large and complex enough. 



                    © 2017 IJRTI | Volume 2, Issue 4 | ISSN: 2456-3315 
 

IJRTI1704043 International Journal for Research Trends and Innovation (www.ijrti.org) 177 
 

Future, we can identify the class range distribution of customer behavior in acting as defaulter using class range distribution 

method. 

 

4.1.2 Results and Work 

There are two different types of threats the internal validity and the external validity, the internal validity which should not make 

any influence on the results and the external validity maintains the generalization and it tends the experimental settings which 
influence the outside results. 

In machine learning research, the experiments conducted by using WEKA. Some sampling techniques were tested thoroughly 

which was conducted by ANOVA analysis using SAS GLM procedure. This ANOVA analysis gives 100% reliability in results 

which were crossly verified by taking 35 real world datasets reduces the anomalous results. Verification can be done over one 

million learners. This can be mainly useful to give our conclusion reliably. 

Four different sampling techniques ROS, SM,ROS and BSM use the ‗free‘ parameter. Various possibilities and estimations can 

be taken to optimize the sampling percentage. 

 

4.2 A Novel Framework for Improving Class Imbalance Learning On Financial Fraud Detection 

 

We propose a framework evaluation model which classifies fraud detection on real-world imbalance data sets for imbalance 

dataset to achieve good majority class accuracy and poor minor accuracy. The evaluation of the framework is done using 7 
Machine Learning Classification Algorithms with advanced balanced techniques. Many of the ideas are taken from the literature 

study. Most of our work is done using advanced balanced techniques using financial datasets of primary class to identify the 

accuracy and improve it using the entire algorithm and tested with results. The results obtained from shows that recall and 

precision are effectively used for measuring the developed model for imbalanced datasets. We also suggest use data mining 

techniques in simplifying balance datasets before, solving huge imbalance class problems using our framework. We show our 

experiences on training dataset of imbalanced for finding detection of fraud on imbalance datasets under extreme conditions. Our 

frame is designed to evaluate and identify various unbalanced datasets for a suitable purpose. 

 

4.2.1 Methods 

 

The proposed framework uses the advanced random over sampling and under sampling 
A. Modeling Framework 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

4.2.2 Methodology of Study  

 

Predictive Modeling 

 

This model predict the value of future based on variables with passed and on historic input data. The variable Fraud Trans is a non 

metric, which has to 2 discrete values ―YES‖ and ―NO‖. Once if our model uses non-metric as input values, it is considered as 

Classification model or classifier. 
 

We have taken 4 algorithms of which are QUEST, CHAID; C5.0 AND CART has the ability to handle non-metric and metric 

data inputs. The input data sets are also applied to machine learning algorithm on NN, LR and BN to check for better performance 

of assumption and prediction. 

  

Our work gives an framework for evaluate the financial in balanced dataset on executing applications related. We have addressed 

the accuracy of prediction for in appropriate address of datasets. In our work, we used 7 ML algorithms for our framework 

experiment, the results gained from different types of prediction models show accuracy in learning. From the study, we have seen 

high prediction value on legal transaction (which are not interested), but interested on fraud transitions (which are minority). To 

address this, we use recall and precision for evaluating the minority class performance which gives an effect on classifier on 

datasets of two different classes. Main theme of our work is to find fraud on financial application domain. It has been very critical 
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in finding fraud transitions accurately similar to good transitions. The results are gained with accurate and original imbalanced 

dataset which gives low recall and precision high on minority class. To improve the performance prediction of minority class,  we 

have to apply AUS and AOS 

  

4.3 A New Classifier model in detection of fraud in imbalanced Datasets 

 
This work proposes an intelligent credit card fraud detection model for detecting fraud from highly imbalanced and anonymous 

credit card transaction datasets. The class imbalance problem is handled by finding legal as well as fraud transaction patterns for 

each customer by using frequent item set mining. A matching algorithm is also proposed to find to which pattern (legal or fraud) 

the incoming transaction of a particular customer is closer and a decision is made accordingly. In order to handle the anonymous 

nature of the data, no preference is given to any of the attributes and each attribute is considered equally for finding the patterns. 

The performance evaluation of the proposed model is done on UCSD DataMiningDataset (anonymous and imbalanced) and it is 

found that the proposed model has very high fraud detection rate, balanced classification rate,Matthews correlation coefficient, 

and very less false alarm rate than other state-of-the-art classifiers. 

 

Frame work  

 

  
 

 

 

 

 

 

 

 

 

 

 

 

Framework of the proposed classifier  

 

Step 1.Count the number of attributes in the incoming transaction matching with that of the legal pattern of the corresponding 

customer. Let it be 𝑙𝑐. 

 

Step 2.Count the number of attributes in the incoming transaction matching with that of the fraud pattern of the corresponding 

customer. Let it be 𝑓𝑐. 

 

Step 3.If 𝑓𝑐 = 0 and 𝑙𝑐is more than the user defined matching percentage, and then the incoming transaction is legal. 
 

Step 4.If 𝑙𝑐 = 0 and 𝑓𝑐is more than the user defined matching percentage, then the incoming transaction is fraud. 

 

Step 5.If both 𝑓𝑐and 𝑙𝑐are greater than zero and 𝑓𝑐 ≥ 𝑙𝑐, then the incoming transaction is fraud or else it is legal.  

 

 

5. RESULTS AND ANALYSIS 

 

In machine learning research, the experiments conducted by using WEKA. Some sampling techniques were tested thoroughly 
which was conducted by ANOVA analysis using SAS GLM procedure. This ANOVA analysis gives 100% reliability in results 

which were crossly verified by taking 35 real world datasets reduces the anomalous results. Verification can be done over one 

million learners. This can be mainly useful to give our conclusion reliably. 

 

The performance of the proposed classifier is evaluated in terms of 4 classification metrics relevant to credit card fraud 

detection—fraud detection rate, false alarm rate, balanced classification rate, and Matthews correlation coefficient. The other 

common metrics like accuracy and error rate are known to be bias metrics in the case of imbalance and hence we did not consider 

them. Here, fraud is considered as positive class and legal as negative class and hence the meaning of the terms P, N, TP, TN, FP, 

and FN are defined as follows: 
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Fig. Performance comparison of proposed with the existing classifiers 

 

 

 

 

 

 

 

                

 

 

 

 

 

 

 

Fig:  Performance comparison of classifiers                               Fig: Performance classifier of fraud detection 

 

 

This work proposes a fraud detection model whose performances evaluated with an anonymized dataset and it‘s found that the 

proposed model works well with this kind of data since it is independent of attribute values. The second feature of the proposed 

model is its ability to handle class imbalance. This is incorporated in the model by creating two separate pattern databases for 

fraud and legal transactions. Both customer and fraudulent behaviors are found to be changing gradually over a longer period of 
time. 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

Fig: Balance Class Imbalance Rate 

 

This may degrade the performance of fraud detection model. Therefore the fraud detection model should be adaptive to these 

behavioral changes. These behavioral changes can be incorporated into the proposed model by updating the fraud and legal 



                    © 2017 IJRTI | Volume 2, Issue 4 | ISSN: 2456-3315 
 

IJRTI1704043 International Journal for Research Trends and Innovation (www.ijrti.org) 180 
 

pattern databases. This can be done by running the proposed pattern recognition algorithm at fixed time points like once in 

3months or six months or once in every one lakh transaction. Moreover the proposed fraud detection method takes very less time, 

which is also an important parameter of this real time application, because the fraud detection is done by traversing the smaller 

pattern databases rather than the large transaction database. 

 

6. Conclusion 
 

In this paper, the state of the art methodologies to deal with class imbalance problem has been reviewed. In recent years, several 

methodologies integrating solutions to enhance the induced classifiers in the presence of class imbalance by the usage of 

evolutionary techniques have been presented. This study summarizes the recent developments in the field of class imbalance 

learning. 
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